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Abstract
As AI systems are increasingly deployed in safety-critical applica-
tion domains (e.g., autonomous driving), associated risks increase
too. Deep learningmodels underlyingmodern AI systems, therefore,
must undergo thorough testing to ensure their correct behaviour.
A single robustness test involves thousands of inferences to empir-
ically verify if a model’s outputs remain stable under a bounded
perturbation of its inputs. However, existing testing frameworks
lack the means to systematically explore and summarise robustness
across a combinatorial space of perturbations.

We propose TestifAI, a deep learning testing framework for ef-
ficient and accurate estimation of robustness against combinations
of perturbations. TestifAI enables users to specify operational con-
ditions as structured spaces of semantic input perturbations (e.g.,
image blur, brightness and zoom) and discrete severity levels (e.g.,
low, medium and high). Users can query model robustness for any
combination (e.g., “low blur, high brightness, and medium zoom”).
To achieve efficiency and accuracy, TestifAI introduces partial
model tomography, a novel approach to reconstructing model be-
haviour in a multi-perturbation space from tests that apply only
a small number of perturbations (lower-order projections). To es-
timate robustness against at least three perturbations, TestifAI
trains an auxiliary model on the results of tests involving up to two
perturbations only, avoiding execution of an exponential number
of tests. Our experiments on five image and language classification
tasks show that TestifAI can predict higher-order (3 and 4 per-
turbations) test outcomes from low-order (1 and 2 perturbations)
observations with an aggregate robustness estimation error of less
than 7%, while reducing the number of inferences by 60–80%.

CCS Concepts
• Software and its engineering→ Software testing and debug-
ging; • Computing methodologies→Machine learning.
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1 Introduction
Deep learning models are now integral to many modern software
systems, building on their success in computer vision and language
understanding. tasks. They are increasingly deployed in high-stakes
settings, powering autonomous vehicles (e.g., for traffic sign classi-
fication [55] and lane detection [9]), AI chatbots (e.g., for transla-
tion [2], question answering [71], and mental health support [24])
and other real-world applications.

Deep learning models are notoriously sensitive (i.e., not robust)
to input perturbations [21, 30, 47]. For example, vision models often
misclassify images when exposed to changes in lighting, geometric
distortions, or adverse weather conditions [30]. Similarly, language
models are vulnerable to misspellings [57], character flips [15], or
paraphrases [50]. Failures are not limited to “in vitro” benchmarks:
perception systems in self-driving cars have failed to identify lane
markings in poor weather, contributing to accidents [60]; and chat-
bots have been manipulated into producing harmful or inappropri-
ate responses through subtle prompt variations [24].

As with any software, deep learning models must be thoroughly
tested under their intended operating conditions. This includes
testing assumptions about the training data—e.g., is the input distri-
bution 𝑃 (𝑋 ) informative of the classification task 𝑃 (𝑌 |𝑋 )?—as well
as inductive biases of the model architecture—e.g., robustness to
small image translations in convolutional models and to word per-
mutations in attention-based models [22]. In practice, this means
checking whether a model maintains correct predictions under
input perturbations. The simplest robustness test applies a single
semantic transformation (e.g., blurring images with a Gaussian ker-
nel of radius 3, or substituting two words in sentences) and verifies
that predictions remain stable across all examples. However, such
tests are inherently local: they evaluate one axis of variation at a
time. Model performance, however, is often affected in new ways
by multiple, interacting perturbations, whose combined effects can-
not be inferred from independent tests [8, 31, 51]. What is needed
is a systematic method to explore and summarise robustness in
combinatorially rich perturbation spaces.
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Existing deep learning testing techniques either overlook inter-
action effects, or lack mechanisms to explore them. They can be
broadly grouped into four categories:

(i) Static robustness benchmarks define a fixed suite of semantic
perturbations that simulate realistic deployment conditions (e.g.,
CIFAR-10-C [30] and TextFlint [72]). They typically discretise the
perturbation intensity into severity levels (e.g., low, medium, high).
However, perturbations—whether simple (e.g., “blur”) or complex
(e.g., “fog”)—are treated as atomic units. As a result, users lack con-
trol over how perturbations interact, and cannot inspect or adjust
their compositional structure. (ii) Test prioritisation methods use
uncertainty or diversity estimates to select inputs that are more
likely to trigger model failures [16, 17, 46]. They can accelerate
robustness evaluation by focusing on inputs that are most infor-
mative, especially when testing worst-case rather than average
model behaviour. But they operate on a single-perturbation set-
ting (i.e., one test) and do not reason about interactions across
perturbations. (iii) Neuron coverage methods attempt to quantify
test adequacy using internal model representations, such as acti-
vation patterns across neurons [45, 56, 77], or generate new test
examples by perturbing inputs in the latent space [13]. However,
coverage metrics do not align with semantically meaningful pertur-
bations, nor do they account for compositional interactions between
them. (iv) Combinatorial methods compose input perturbations, ei-
ther stochastically [31] or exhaustively [8], to improve or evaluate
model robustness. However, they provide no systematic way to
assess robustness across the full perturbation space.

In this paper, we introduce TestifAI, a test framework for deep
learning models that enables exploration of their robustness across
multi-perturbation scenarios. The key contribution is partial model
tomography. Rather than exhaustively evaluating all combinations
of multiple perturbations and severity levels, TestifAI executes
only a subset of tests—specifically, those involving one or two
perturbations at a time—and learns to predict the rest. In other
words, it estimates higher-order robustness by reconstructing the
full perturbation space from its lower-order projections.

We demonstrate the efficacy of TestifAI by training a random
forest on sampled first- and second-order tests, and use it to ap-
proximate the robustness for untested, higher-order configurations.
We use five realistic benchmarks—four vision and one language
classification tasks—to evaluate it and show that TestifAI can esti-
mate robustness across the full test space, including all 3-way and
4-way combinations, with minimal approximation error.

TestifAI is a complete test framework and makes two further
contributions: (i) it supports interactive analysis through a Boolean
query interface, allowing users to query robustness over perturba-
tion types and severity levels; (ii) its implementation includes an
adaptive sampling strategy with early stopping that reduces the
number of inferences required per test by detecting convergence.

2 Testing Deep Learning Models
Deep learning classifiers—the focus of our work—implicitly learn
decision boundaries from data, namely input features 𝑋 and their
corresponding labels 𝑌 , by modelling the conditional distribution
𝑃 (𝑌 | 𝑋 ). Testing evaluates a model’s statistical behavior when the
input distribution 𝑃 (𝑋 ) shifts due to one or more perturbations:

we apply controlled changes to inputs 𝑥 ∈ 𝑋 that are expected to
preserve their true label 𝑦 ∈ 𝑌 . A robust classifier should maintain
consistent predictions for perturbed versions of the same example
(𝑥,𝑦). However, perturbations can also expose cases that change
the model’s approximation of 𝑃 (𝑌 | 𝑋 ), revealing the brittleness of
the classifier’s learned decision boundary.

2.1 Metamorphic tests
We interpret perturbations as instances of metamorphic relations—
expected invariances under small, label-preserving transforma-
tions [69]. We consider a deep learning modelM, a labelled test
set D = {(𝑥1, 𝑦1), . . . , (𝑥𝑛, 𝑦𝑛)}, and a set of parameterised pertur-
bations P = {𝑝1, . . . , 𝑝𝑛}, where each 𝑝𝑖 is a perturbation function
(e.g., image rotation). We further define the corresponding severity
level sets 𝑆1, . . . , 𝑆𝑛 (e.g., 𝑆𝑖 = {0, 1, 2, 3, 4, 5}, where 0 denotes no ro-
tation, 1 rotation up to 10◦, etc.) and the set of severity combinations
S = 𝑆1 × 𝑆2 × · · · × 𝑆𝑛 .

Definition 1 (Robustness). Let 𝝈 ∈ S denote a configuration
of perturbations (e.g., 𝝈 = (0, 4, 2) or 𝝈 = (1, 2, 5) for 𝑛 = 3), and
let 𝜋𝝈 (𝑥) be the composite perturbation of input 𝑥 induced by 𝝈 .
The robustness score r𝝈 is the fraction of inputs in D on whichM
remains correct under 𝝈 :

r𝝈 =
1
|D|

|D |∑︁
𝑖=1

1
[
M

(
𝜋𝝈 (𝑥𝑖 )

)
= 𝑦𝑖

]
. (1)

Here 1[·] is an indicator function that returns 1 if the condition in
the brackets is satisfied and 0 otherwise. We view Equation 1 as a
system-level metamorphic test, or simply a test. We may refer to a
test by its configuration 𝝈 or by its result r𝝈 .

Definition 2 (Aggregate Robustness). Given a suite Θ of 𝑁
tests, Θ = {𝝈𝑖 }𝑁𝑖=1, the aggregate robustness score R(Θ) of Θ is the
average of the robustness scores of all tests in Θ:

R(Θ) = 1
𝑁

𝑁∑︁
𝑖=1

r𝝈𝑖
. (2)

A high aggregate robustness score R(Θ) indicates that, on average,
M has high accuracy across the entire set of tested perturbations.

2.2 Test spaces
Deep learning models deployed in real-world environments must
remain robust under a wide range of perturbations. For example,
vision models in modern cars must handle varied lighting condi-
tions (e.g., driving through tunnels), adverse weather (e.g., rain
or snow), and unpredictable human behaviour [3, 20]. Similarly,
language models must cope with word substitutions, negations,
and typographic errors [61, 72].

Several benchmarks simulate real-world perturbations for spe-
cific application domains.MNIST-C [51], for example, defines fifteen
perturbation types for hand-written digit recognition (ô.). Simi-
larly, {CIFAR-10, ImageNet}-C [30], DeepTest [68], CURE-TSD [67],
and CheckList [61] define perturbations for image classification
(ì), self-driving scenarios (�), traffic sign recognition (-), and
question answering (6), respectively.

Besides realism, these benchmarks share another desirable prop-
erty: most assign discrete severity levels—typically from 1 to 5—to
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each perturbation, making them suitable for systematic testing.
Some perturbations are relatively atomic, applying simple transfor-
mations to inputs (e.g., brightness or blur), while others represent
more complex scenarios that combine multiple effects (e.g., fog or
glare). Although benchmarks may define composite perturbations
manually, it is infeasible to anticipate all combinations in advance.
A lane-detection model, for instance, may behave correctly under
fog or motion blur individually, but fail when both are present. We
must therefore move beyond isolated transformations and consider
how perturbations interact [7, 12, 18, 31, 32, 42, 48, 80].

Why combine more than two perturbations? Real-world image
and text inputs rarely vary along only a single axis. For example,
Multi-Weather City [53] combines three or more weather effects
to model realistic conditions, and ReCode [74] defines over thirty
semantic-preserving text transformations that commonly co-occur
in mixed natural language-code inputs. Higher-order perturbations
also arise in training (e.g., AugMix [31] augments images with mul-
tiple ImageNet-C corruptions) and in neural architecture design
(e.g., spatial transformers [33] apply compound geometric shifts).
These examples motivate testing higher-order perturbation combi-
nations rather than isolated transformations. We further discuss
the validity of composite perturbations in §6.

The challenge is to define a test space that enables the exploration
of structured combinations of perturbations.

2.3 Combinatorial testing
While testing combinations of perturbations is essential, it intro-
duces a classic challenge—combinatorial explosion. Even for modest
settings, the number of possible tests grows exponentially with the
number of perturbations, making exhaustive testing infeasible.

Combinatorial Interaction Testing (CIT) [5, 8, 39, 43] is a princi-
pled approach to address the combinatorial explosion problem. In-
stead of testing all combinations of 𝑘 perturbations, CIT constructs
a minimal set of tests—a covering array—that guarantees 𝑡-way
coverage of all interactions among any 𝑡 < 𝑘 perturbations. For
example, a 2-way covering array over three perturbations ensures
that all severity-level combinations across any pair of perturbations
will be tested, leaving the remaining perturbations unconstrained.
Higher 𝑡 increases coverage but also the computational cost [8].

CIT assumes that most failures are triggered by low-order in-
teractions (i.e., involving only a small number of perturbations)
and seeks to expose them through systematic coverage. In deep
learning, CIT has been used to generate diverse test inputs, either
by sampling 2-way combinations of real-world perturbations [8] or
by perturbing latent representations to generate new inputs [13].
However, these methods focus on diversity and coverage, not on
modelling or predicting how interactions affect model behaviour.

The challenge is to predict model behaviour under higher-order
(i.e., multi-perturbation) combinations.

3 Partial Model Tomography
The main idea behind TestifAI is to prioritise tests to generate
a relevant approximate model tomography—we term this partial
model tomography. Our three key assumptions are: (i) input data can
undergo atomic semantic perturbations (e.g., scale an image, blur
it, or add contrast to it; see Figures 1b–1e); (ii) each perturbation

has discrete severity levels (e.g., a scale from 0 to 5, where 0 is
negligible and 5 the most severe level); and, finally, (iii) multiple
perturbations can be performed in combination (e.g., transform an
image by applying scale, blur and contrast; see Figures 1a and 1e).

Full model tomography requires an exponential number of tests
stemming from all possible combinations of perturbations and their
severity levels. When the order of perturbation application does
not matter, each unique combination of severity levels defines a
test. If there are 𝑛 perturbations and each perturbation 𝑝 𝑗 has |𝑆 𝑗 |
severity levels, then there are

∏𝑛
𝑗=1 |𝑆 𝑗 | tests. If perturbation order

matters, this number grows by a factor of 𝑘! for each test with 𝑘

perturbations at non-zero severity. For instance, given three per-
turbations with six severity levels each, as in Figure 1a, there are
63 = 216 unordered and 1 + 15 + 2! · 75 + 3! · 125 = 916 ordered tests.

To address this combinatorial bottleneck, we propose predicting
the robustness score of higher-order tests from low-order tests. A
𝑘-order test involves exactly 𝑘 distinct perturbations with non-zero
severity. For example, using Figure 1a and ignoring order, there is
one zero-order test (scale, contrast and blur at severity 0); 15 first-
order tests with exactly one perturbation at non-zero severity (e.g.,
scale > 0); 75 second-order tests with exactly two perturbations at
non-zero severity level; and 125 third-order tests where all three
perturbations are applied with non-zero severity.

Each test provides robustness information r𝜎1,...,𝜎𝑘 , representing
the probability that the model correctly classifies an input when
each perturbation 𝑝 𝑗 is applied at severity level 𝜎 𝑗 . If perturba-
tions act independently, first-order robustness values can be used
to predict higher-order ones. For example, in the 3-dimensional per-
turbation space of Figure 1a, suppose r2,0,0 = 0.9, r0,4,0 = 0.8, and
r0,0,2 = 0.7. Under independence, we expect r2,4,0 = 0.9 × 0.8 = 0.72
and r2,4,2 = 0.9 × 0.8 × 0.7 = 0.504. In other words, if perturbations
behave independently, partial tomography based solely on first-
order tests would suffice to reconstruct the full model tomography.

Unfortunately, we do not know a prioriwhether perturbations act
independently or not. However, we can empirically test for indepen-
dence by comparing first-order tomography results against second-
order ones. If the observed second-order values align with predic-
tions derived from first-order data—within a statistical margin—we
can treat the corresponding tests as independent and assume this
independence holds for higher-order combinations as well. Return-
ing to Figure 1a, we could execute the 90 first- and second-order
tests (15 and 75, respectively) and compare the 75 second-order
results against predictions derived from the 15 first-order ones. If
they behave independently, then we could predict the remaining
125 third-order tests without executing them. Independence testing
can be achieved with a standard 𝜒2-test.

Proposition 1. For a fixed perturbation configuration 𝝈 =

(𝜎1, . . . , 𝜎𝑘 ), let r𝝈 denote the true success probability of a test
at severity levels 𝜎1, . . . , 𝜎𝑘 , and let r̂𝝈 denote the empirical success
rate over 𝑁 samples. Under the assumption that perturbations act
independently, the statistic

𝜒2 :=
∑︁
𝝈 ∈S

(r̂𝝈 − r𝝈 )2
r𝝈 (1 − r𝝈 )/𝑁

is approximately 𝜒2-distributed with |S| degrees of freedom, where
S denotes the set of evaluated severity configurations.
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Figure 1: Composite perturbations combine the effects of individual perturbations. (a) A test with configuration 𝝈 = (2, 4, 2),
indicating contrast, scale, and blur at severity levels 2, 4 and 2, respectively. (b) Original input image. (c–e) Effects of exactly one
perturbation at the specified severity level. (f ) Combined effect of the composite perturbation.

Proof. For any fixed perturbation configuration𝝈 = (𝜎1, . . . , 𝜎𝑘 ),
the outcome of a test over 𝑁 samples follows a binomial distribu-
tion:

𝑋𝝈 ∼ Binomial(𝑁, r𝝈 ), and r̂𝝈 :=
𝑋𝝈

𝑁
.

When 𝑁 is sufficiently large, the binomial distribution is well-
approximated by a normal distribution

r̂𝝈 ≈ N
(
r𝝈 ,

r𝝈 (1 − r𝝈 )
𝑁

)
and we can define the standardised residual

𝑍𝝈 :=
r̂𝝈 − r𝝈√︁

r𝝈 (1 − r𝝈 )/𝑁
.

Under the null hypothesis of independence (i.e., that r𝝈 is accu-
rately predicted from lower-order data), each 𝑍𝝈 is approximately
standard normal. Therefore, the sum:

𝜒2 :=
∑︁
𝝈 ∈S

𝑍 2
𝝈

is approximately 𝜒2-distributed with |S| degrees of freedom. To en-
sure the normal approximation is valid, the Berry–Esseen theorem
implies that 𝑁 should satisfy:

𝑁 > 9 ·max
{
1 − r𝝈
r𝝈

,
r𝝈

1 − r𝝈

}
.

Under this condition, the 𝜒2-test provides a statistically justified
method to evaluate the independence assumption. □

Once dependent and independent perturbations have been iden-
tified, the number of required higher-order tests can be significantly
reduced. In the ideal case where all first-order perturbations are
independent, all third-order tests—125 in our example, 58% of the
total—can be estimated from first-order tests rather than executed.

If only some perturbations are independent, then higher-order
tests can be checked againstmutual independence of all constituents.
For example, if blur and scale, scale and contrast, and contrast and
blur are all found pairwise independent, then the triplet blur-scale-
contrast is likely independent as well under realistic scenarios. Thus,
any higher order test that only depends on pairwise independent
perturbations can be directly estimated as the product of first-order
tests. A higher-order test that has some independent and some
dependent perturbations can similarly be estimated by multiplying
the independent first-order tests with a set of remaining dependent
tests which are lower order, thus reducing the computational cost.

More generally, however, lower-order results can be used to train
predictive models that account for dependencies when estimating
higher-order outcomes. This approach dramatically reduces the
computational cost of tomography while maintaining accuracy
in user-specified test environments. We demonstrate this in §4.3,
where we train a random forest on first- and second-order test
results to predict third-order outcomes and beyond.

4 TestifAI
We describe TestifAI, a test framework for deep learning models
that performs partial tomography. We begin with an overview of
the framework’s architecture, followed by a description of how
users interact with it (§4.1), how lower-order tests are executed
efficiently (§4.2), and how higher-order tests are predicted using a
learned model (§4.3).

A test session with TestifAI comprises four stages: (i) users
specify a test environment for their model by selecting perturba-
tions and their severity levels that best characterise the application
domain; (ii) TestifAI automatically generates and executes all first-
and second-order tests within that test environment; (iii) based on
these results, TestifAI trains an auxiliary predictive model—in our
case, a random forest—to approximate the model’s full tomography
space; (iv) users can then query TestifAI to estimate robustness
over regions of the test environment.

For illustrative purposes, we focus on 3D tomography, where
the test environment consists of three perturbations. In §5.3, we
further explore the generality of our approach to 4D tomography.

4.1 Specifying tests
Users can customise testing both before and after tomography.
While TestifAI supports a wide range of perturbations and sever-
ity levels, users may choose to setup a customised test environment
for their model—filtering specific perturbations, severity levels, or
both. For example, the use of the zoom perturbation might be con-
strained by a camera’s focal range. After TestifAI estimates the full
tomography space, users may interactively query specific regions
to assess model robustness or refine their setup—for instance, to
determine whether a given severity level meaningfully impacts
model robustness or not.

4.1.1 Test Setup. Users begin with a trained modelM (e.g., ResNet-
32 [11]) and an evaluation data set D (e.g., the 10,000 test images
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of CIFAR-10 [40]). Having assessed standard accuracy, they now
aim to evaluate the model’s robustness.

During setup, TestifAI enables users to select 𝑘 perturbations
𝑝1, . . . , 𝑝𝑘 from a predefined set, along with their associated severity
levels, to define a test environment. For example, CIFAR-10-C [29]
includes 15 well-defined perturbations, each with 6 severity levels.
Alternatively, users may provide custom perturbation functions
tailored to their application or data domain.

TestifAI defines the full tomography space as the set of all
possible severity configurations across the selected perturbations:

Θ = 𝑆1 × · · · × 𝑆𝑘 ,

where 𝑆 𝑗 is the set of selected severity levels for perturbation 𝑝 𝑗 .
Each element 𝝈 = (𝜎1, . . . , 𝜎𝑘 ) ∈ Θ represents a single test—a
complete assignment of severity levels across all 𝑘 perturbations
that must be either executed or predicted.

4.1.2 Querying Θ. After TestifAI learns robustness estimates
across the space Θ, users can express a robustness query as a
Boolean expression over perturbation severities:

𝑄 ::= (𝑝 𝑗 op 𝜎 𝑗 )
�� 𝑄 ∧𝑄 �� 𝑄 ∨𝑄,

where (𝑝 𝑗 op 𝜎 𝑗 ) is an atomic constraint defining the considered
range of values for perturbation 𝑝 𝑗 , where op is a comparison
operator op ∈ {<,⩽,=,⩾, >} and 𝜎 𝑗 ∈ 𝑆 𝑗 a severity level (e.g.,
“blur > 2”). The compound expressions𝑄 ∧𝑄 and𝑄 ∨𝑄 denote the
logical conjunction and disjunction of two subqueries, respectively.
For example, 𝑄 = (zoom > 2) ∨ (brightness = 5 ∧ blur = 1)
selects all tests where the zoom severity exceeds 2, or where both
brightness is set to 5 and blur is set to 1.

A query 𝑄 represents a subset of the tomography space Θ. We
denote by J𝑄K the set of tests 𝝈 ∈ Θ that satisfy the query ex-
pression 𝑄 . Since the robustness r𝝈 is known—either measured or
predicted—for every test, TestifAI computes the aggregate robust-
ness of 𝑄 using Equation 2: R(𝑄) := R(J𝑄K).

4.2 Executing tests
TestifAI evaluates all first- and second-order tests and uses these
results to predict robustness of third-order tests and beyond. We
partition the full tomography space Θ by the number of active
perturbations. We define the 𝑡-th order subset Θ𝑡 , for 𝑡 ⩽ 𝑘 , as:

Θ𝑡 =
{
𝝈 = (𝜎1, . . . , 𝜎𝑘 ) ∈ Θ

�� 𝝈 has exactly 𝑡 non-zero 𝜎𝑖 -values
}
.

In other words,Θ𝑡 consists of all tests where exactly 𝑡 perturbations
are applied with non-zero severity. For example, in 3D tomography
(𝑘 = 3), the tomography space is partitioned into Θ0, Θ1, Θ2, and
Θ3, corresponding to zeroth-, first-, second-, and third-order tests,
respectively. Θ0 only contains the “no-perturbations at all” case,
i.e., it is merely the base model accuracy.

TestifAI evaluates the robustness of all tests in the set Θ⩽2 =
Θ0∪Θ1∪Θ2 by applying each perturbation configuration 𝝈 ∈ Θ⩽2
to inputs from the dataset D, running the model to infer the label
of each perturbed input, and recording success or failure based on
label correctness (Algorithm 1).With𝑘 perturbations and𝑚 severity
levels per perturbation, |Θ1 | = 𝑘𝑚 and |Θ2 | =

(𝑘
2
)
𝑚2. So the total

number of tests executed is 𝑂 (𝑘2𝑚2), eliminating the exponential
𝑂 (𝑚𝑘 ) cost of full tomography.

Algorithm 1 Constructing the training dataset for partial tomog-
raphy by selecting and evaluating tests from Θ⩽2, the space of first-
and second-order perturbation combinations.
1: Inputs: Trained modelM; dataset D; testsΘ≤2; batch size𝑏; threshold

𝛿 ; window size 𝑤
2: Output: Training set T
3: T ← ∅
4: for all 𝝈 ∈ Θ≤2 do
5: Partition D into batches B = {𝐵1, 𝐵2, . . . , 𝐵𝑛 } of size 𝑏
6: 𝔥𝝈 ← [ 0 ]𝑛 ⊲ Reset history
7: 𝑖 ← 1
8: for all 𝐵 ∈ B do
9: 𝐵̃ ← { (𝜋𝝈 (𝑥 ), 𝑦) | (𝑥, 𝑦) ∈ 𝐵 } ⊲ Apply perturbation
10: T ← T ∪ {

(
𝝈 , 1[M(𝑥̃ ) = 𝑦 ]

)
| (𝑥̃, 𝑦) ∈ 𝐵̃ } ⊲ Coll. tr. data

11: 𝔥
(𝑖 )
𝝈 ← 1

𝑏

∑︁
(𝑥̃,𝑦) ∈𝐵̃

1
[
M(𝑥̃ ) = 𝑦

]
⊲ Store partial result

12: if 𝑖 ⩾ 𝑤 and 𝑖max
𝑗=𝑖−𝑤+1

��� 𝔥( 𝑗 )𝝈 − 𝔥
( 𝑗−1)
𝝈

��� < 𝛿 then

13: break
14: end if
15: 𝑖 ← 𝑖 + 1
16: end for
17: end for

However, inferring the label of every perturbed input is often
unnecessary to compute a good estimation of r𝝈 . TestifAI employs
an early-stopping strategy to avoid superfluous model inferences
(see Algorithm 1). The idea is to estimate r𝝈 incrementally. First,
TestifAI partitions the dataset into small batches of size 𝑏 (ℓ . 5).
It then iteratively computes and stores a per-batch robustness es-
timate (ℓ . 11). TestifAI will assess convergence using a window
of the last𝑤 partial estimates. Computation stops when the vari-
ation in the window falls below a predefined threshold 𝛿 (ℓ . 12).
We empirically found that 𝑏 = 100, 𝛿 = 0.005 and 𝑤 = 3 gives a
good, unbiased estimate of r𝝈 in our experiments. The time cost of
each test comprises the cost of transforming data samples (ℓ . 9) and
the cost of performing model inference on them (ℓ . 10). Early stop-
ping reduces both components by limiting the number of samples
processed. We discuss the computational savings and the relative
contributions of transformation and inference time in §5.3.

All binary prediction outcomes observed prior to early stopping
are stored in a set T (ℓ . 10), which is then used for training our
predictive model.

4.3 Predicting tests
TestifAI learns to predict the robustness of higher-order tests in
Θ⩾3 based on empirical observations from the lower-order tests
Θ⩽2. Given a perturbation configuration 𝝈 ∈ Θ, our predictive
model O returns a predicted robustness score r̂𝝈 = O(𝝈).

Training. Algorithm 1 returns a training data set

T =
{ (

𝝈 , 1[M(𝜋𝝈 (𝑥)) = 𝑦]
) �� 𝝈 ∈ Θ⩽2, (𝑥,𝑦) ∈ D𝝈

}
,

where D𝝈 ⊆ D is the subset of the inputs—possibly partial, since
we employ early stopping in Algorithm 1—used to estimate the
robustness of the model under perturbation configuration 𝝈 . The
size of the training set |T | = ∑

𝝈 ∈Θ⩽2 |D𝝈 | is the total number of
perturbed inputs evaluated across all configurations. Each element
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of T pairs a configuration 𝝈 with a binary outcome indicating
whether the model correctly classified a given perturbed input or
not. We treat each element of T as a training example consisting
of a perturbation configuration and its corresponding binary out-
come. By projecting T , we construct a feature matrix 𝑋O ∈ R | T |×𝑘
containing all configurations and a label vector yO ∈ {0, 1} | T |
containing all outcomes. These are then used to train our model.

Our model O is a random forest classifier. After tuning, we
selected the following configuration:

(1) The model consists of 100 trees, balancing computational
and statistical performance.

(2) Bootstrap sampling is disabled, allowing each tree to train
on the full dataset.

(3) There is no restriction on the number of features considered
at each split, enabling trees to explore the full feature space
and capture richer interactions among perturbation types.

(4) It uses the log-loss splitting criterion, optimizing for splits
that reduce the cross-entropy between predicted and true
labels. This encourages probability estimates of robustness
that are more reliable and easier to interpret.

This configuration was selected based on the lowest mean squared
error (MSE) observed on a held-out validation set of actual Θ3 test
results.We further evaluate ourmodel’s generalization performance
on Θ3 and Θ4 in §5.3.

An analogous surrogate model can be trained to estimate per-
turbation validity (e.g., estimate KID [4] and BERTScore [82] for
perturbed images and text, respectively) from low-order observa-
tions, enabling users to exclude low-quality regions of Θ (see §6).

Why random forests? Random forests are non-parametric ensem-
ble methods that approximate structured conditional distributions
without explicit structure specification—unlike Bayesian networks
or factor graphs. Also, in our preliminary experiments, random
forests had the best sample efficiency among other architectures
(gradient-boosted trees, multilayer perceptrons, and Bayesian net-
works) that achieved comparable accuracy. This was an important
factor since we train O on a limited number of empirical robust-
ness measurements. Note, however, that the choice of the best
architecture for O is not a focus of this work.

5 Evaluation
We structure our evaluation around three key research questions:
(i) How accurate are TestifAI ’s robustness predictions? (§5.2);
(ii) Is partial tomography an effective strategy for approximating
the robustness space Θ? (§5.3); and (iii) How sample-efficient is
TestifAI in estimating robustness? (§5.4).

5.1 Experimental setup
We implemented TestifAI in Python 3.9, using the scikit-learn
library to train our random forest model, and sympy to parse and
evaluate Boolean query expressions. Experiments were conducted
on a high-performance GPU cluster at the Massachusetts Green
High Performance Computing Center (MGHPCC), using anNVIDIA
Tesla T4 GPU with CUDA 12.3.

5.1.1 Benchmarks. We evaluate TestifAI on five benchmarks: four
vision and one language classification tasks. For each task, we

Table 1: Summary of the benchmarks and evaluated models.

Task Dataset Size Perturbations Model Acc.

ô. MNIST 10,000 brightness, zoom, motion-
blur, shear

LeNet-5 98.4%

ì CIFAR-10 10,000 shot-noise, brightness, jpeg-
compression, contrast

WRN-28-10 94.7%

� Roboflow 1,000 translate, scale, contrast,
brightness

YOLOv11 82.2%

- GTSRB 12,630 darken, codec-error, gaus-
sian-blur, exposure

CNN-SE 97.6%

6 QQP 1,000 synonym, typos, contrac-
tion, punctuation

RoBERTa 91.2%

found a publicly available pre-trained classification model and its
associated data set. Table 1 summarises our benchmarks: the dataset
name, size and the considered perturbations, as well as the model
name and its classification accuracy.

Hand-written digit recognition (ô.) is a classic computer vision
classification task. We test the robustness of the LeNet-5model [79]
on perturbed grayscale images of hand-written digits from the
MNIST test dataset [41]. We assess model robustness to brightness,
zoom, motion blur and shear—four common digit-image corrup-
tions [6, 38, 49, 51, 64] that mimic lighting changes, scale variations,
camera motion, and geometric distortions, respectively. Perturba-
tions were implemented using the MNIST-C library [52].

Image classification (ì) is another classic vision task. We test the
robustness of WideResNet-28-10 [11, 81] on perturbed images of
the CIFAR-10 test dataset [40]. We assess model robustness to shot
noise, brightness, jpeg compression, and contrast [7, 30–32] that
simulate sensor imperfections, illumination changes, compression
artefacts, and visibility variations, respectively. Perturbations were
implemented using RobustBench [11].

Object detection in self-driving Cars (�) is part of the Udac-
ity challenge—the task is to detect objects in urban driving im-
ages [63]. We select 1000 images to test the robustness of the
YOLOv11s model [35, 58] against scale, contrast, translation, and
brightness, four common driving scene corruptions [8, 9, 68] that
mimic distance variations, lighting conditions, camera movements,
and illumination changes, respectively. Perturbations were imple-
mented using DeepTest [68]. We selected five (out of the ten) sever-
ity levels, setting scale (𝑠𝑥 , 𝑠𝑦) ∈ {(1.5, 1.5), (2.6, 2.6), (3.7, 3.7),
(4.8, 4.8), (6.0, 6.0)}, contrast 𝛼 ∈ {1.2, 1.6, 2.1, 2.5, 3.0}, transla-
tion (𝑡𝑥 , 𝑡𝑦) ∈ {(20, 20), (40, 40), (60, 60), (80, 80), (100, 100)}, and
brightness 𝛽 ∈ {20, 40, 60, 80, 100}.

Traffic sign recognition (-) is an essential task for autonomous
driving systems. We test the robustness of the CNN-SE model [54]
on the German Traffic Sign Recognition Benchmark (GTSRB) [65].
The dataset contains 12630 test images of 43 signs. We test darken-
ing, codec-error, gaussian blur, and exposure—four perturbations
that simulate challenges in traffic sign perception: nighttime or
shadowed viewing conditions, video transmission artifacts, imper-
fect camera focus, and overexposed imaging, respectively [1, 66, 78].
Perturbations were implemented using CURE-TSD [55].

Quora question-answering (6) is a semantic similarity task for
natural language understanding [71]. We test the robustness of the
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Figure 2: Distribution of ground-truth robustness scores r𝝈 across Θ1–Θ4 for each benchmark. Higher orders show wider,
downward-shifted distributions, indicating increased accuracy degradation and robustness variability.
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Figure 5: 3D voxel visualisation of 𝑄3, 𝑄8 and 𝑄12.

RoBERTabase [34] model. For our test dataset, we choose 1000 ques-
tion pairs from the Quora Question Pairs (QQP) dataset, each pair
having a binary label indicating semantic equivalence. We assess
model robustness to synonym replacement, typos, contractions, and
punctuation [19, 61, 72, 76]—four perturbations that preserve mean-
ing while introducing lexical, orthographic, stylistic, and structural
variations, respectively. Perturbations were implemented using Tex-
tAttack [50]. Each severity level—1 through 5–directly corresponds
to the number of edits applied to a sentence: at level 1 we make
one edit, level 2 two edits, and so on, up to level 5.

5.1.2 Ground Truth. We evaluate the accuracy of TestifAI by
comparing its predictions against full model tomography. This
baseline exhaustively computes the true robustness score r𝝈 or
every test 𝝈 in the selected perturbation space. In other words,
for each benchmark, we apply every perturbation configuration to
every input in the evaluation dataset to obtain exact values. Figure 2
presents the ground-truth distributions of r𝝈 . Partial tomography
relies on the statistical patterns of the Θ1 and Θ2 distributions to
predict the Θ3 and Θ4 ones.

5.2 Robustness estimation errors
We evaluate the ability of our partial tomography model—namely,
a random forest—to approximate 3D tomography. For each of our

Table 2: Summary of the number (𝑚) of tests measured for
training the partial tomography model and the number (ℓ)
of tests whose robustness was inferred, for each query 𝑄𝑖 .

𝑖 1 2 3 4 5 6 7 8 9 10 11 12
𝑚 19 15 15 9 15 9 9 0 7 37 61 91
ℓ 8 12 12 18 12 18 18 27 1 27 64 125

five benchmarks, we consider the first three perturbations listed
in Table 1, each discretised into six severity levels. This results
in 216 unique tests per benchmark, corresponding to all possible
combinations of three perturbations and their severity levels. We
train our random forest following the setup described in §§4.2
and 4.3. The model is trained on data obtained from all first- and
second-order tests (i.e., Θ⩽2), and is then used to predict robustness
scores r̂𝝈 for all 𝝈 ∈ Θ, including the 126 third-order tests that
were not seen during training.

5.2.1 Per-test errors. We assess how well the model predicts the
robustness score for each test by comparing predicted scores r̂𝝈
with their ground truth values r𝝈 . We define the robustness estima-
tion error as the difference r̂𝝈 − r𝝈 . A positive error indicates that
the model is pessimistic (i.e., it underestimates robustness), while a
negative error indicates optimism (i.e., overestimation).

Figure 3 shows a box-and-whiskers plot of robustness estima-
tion errors across all 216 tests (Θ) for 3D tomography. For each
benchmark, the box indicates the median and interquartile range
of the errors, while the whiskers show their full spread. Across all
five benchmarks, most errors cluster tightly around zero, indicating
high estimation accuracy. For ì and 6, all prediction errors fall
within the range [−0.05, +0.05]. More broadly, over 90% of errors
across the 216 tests lie within [−0.1, +0.1]. Of the 216 tests, 90 were
used during training, which explains why many exhibit near-zero
error—these were directly learned by the model. However, the low
error on the remaining 126 held-out tests demonstrates the model’s
ability to generalize beyond the training set. For example, the mean
prediction error for ì, �, and 6 is close to zero.

5.2.2 Aggregate query errors. We evaluate our model’s ability to
answer robustness queries that go beyond individual tests, using a
predefined set of Boolean queries 𝑄1–𝑄12. These queries cover the
test space Θ in complementary ways: (i) 𝑄1–𝑄8 are exclusive—they
divide Θ into mutually non-overlapping regions. Each exclusive
query covers exactly 12.5% of Θ (i.e., 27 individual tests). E.g.,
𝑄1 = 𝑃1 ≤ 2 ∧ 𝑃2 ≤ 2 ∧ 𝑃3 ≤ 2 corresponds to the region with the
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query 𝑄 , the error is R̂(𝑄) − R(𝑄), and the drop is the predicted accuracy ofM minus its original accuracy (as per Table 1).

lowest severity of perturbations, while𝑄8 = 𝑃1 ≥ 3∧𝑃2 ≥ 3∧𝑃3 ≥ 3
with the highest. These queries are designed to isolate specific fail-
ure modes and reveal how robustness varies across distinct areas
of the perturbation space. (ii) 𝑄9–𝑄12 are inclusive—each covers a
progressively larger subset Θ, enabling fine-to-coarse analysis. For
example,𝑄9 covers only 3.7% of the space (8 tests), while𝑄12 covers
100% of it (all 216 tests). These queries reflect realistic scenarios
where users may wish to assess robustness under broader deploy-
ment conditions. We visualise the perturbation space covered by
some queries in Figure 5, and summarise in Table 2 the number of
measured and of inferred tests for 𝑄1–𝑄12.

In Figure 6, for each query 𝑄 , we report the robustness estima-
tion error as the difference between the predicted R̂(𝑄) and the
actual R(𝑄). By evaluating twelve predefined query regions—each
covering a distinct portion of the perturbation space—we assess
whether our random forest trained solely on low-order tests can
accurately estimate robustness degradation over increasingly com-
plex subspaces, without relying on high-order test data. Figure 6
shows that estimation errors remain consistently low across all
queries.𝑄8 is noteworthy because it contains only third-order tests,
all unseen during training; yet, its maximum error is just 0.109,
demonstrating the model’s ability to generalize.

5.3 Effect of partial model tomography
Throughout the paper, we argue for using all tests in Θ⩽2 to train a
model that estimates robustness for Θ⩾3. A natural question is why
not sample the same number of tests uniformly at random from
the entire perturbation space Θ. In this section, we compare these
two training strategies and evaluate their effectiveness in accurate
robustness estimation.

We design an experiment parametrised by two factors: the train-
ing set size and the strategy used to construct it. First, we vary the
training set size from 10% to 100% of available tests in 10% incre-
ments. For each percentage level, we compute the corresponding
number of tests (𝑛) and select that many for training. Second, we
vary how the 𝑛 tests are selected: (i) ordered sampling selects tests
by increasing perturbations order (e.g., 1-way combinations, fol-
lowed by 2-way, and so on); and (ii) random sampling selects tests
uniformly at random from Θ.

For each selected test 𝝈 , we apply its perturbation configura-
tion to every input in the dataset, record the model’s success or
failure, and use the results to construct the random forest train-
ing set, as described in Section 4.2 and Algorithm 1. We evaluate
the model’s predictions on the remaining |Θ| − 𝑛 tests, reporting
the mean squared error (MSE) over predicted robustness scores.

Each experiment is repeated 10 times to account for sampling and
training variability, and we report the mean and standard deviation.

We run this experiment in two settings: 3D tomography with
|Θ| = 216 (Figure 7), and 4D tomography with |Θ| = 1296 (Figure 8).
Figures 7 and 8 show MSE as a function of training set size 𝑛

under ordered (blue) and random (gray) sampling. Each point is
averaged over 10 runs, with shaded bands representing one standard
deviation. The red vertical dashed line marks the point at which the
ordered selection includes all second-order tests (i.e., Θ⩽2), while
the green line marks inclusion of all third-order tests (i.e., Θ⩽3).

Across both 3D and 4D settings, ordered sampling consistently
outperforms random sampling, achieving lower MSE with sub-
stantially less training data. Ordered sampling converges rapidly:
for most benchmarks, robust generalization is achieved with only
20–30% of the perturbation space. In contrast, random sampling
exhibits slower convergence and greater variance, especially at
small sample sizes. Notably, although third-order data further im-
proves MSE, the 4D average MSE achieved using only first- and
second-order data is already comparable with the 3D cases.

The results support our hypothesis that lower-order projections
carry highly informative structure about the full perturbation space,
and that partial model tomography provides a principled, sample-
efficient alternative to random test selection.

Comparing 3D and 4D results, the 4D setting consistently achieves
lower MSE. At the same sampling percentage, the 4D model has
access to significantly more training data—for example, 130 tests in
4D versus only 21 in 3D at 10% sampling. This increased data density
leads to sharper early reductions in MSE across all benchmarks.

When comparing benchmarks within each dimensional setting,
we observe that� and6 consistently yield lowerMSE thanô. and
ì, despite using far fewer perturbed inputs to train the predictive
model (1000 vs. 10000 images per test). This suggests that robustness
estimation quality is driven more by the stability and predictability
of model responses to composite perturbations—some of which
may have little or no effect—than by sample count alone. Figure 6
supports this argument: estimation error remains low for �, ì,
and 6, across 𝑄1-𝑄12, whereas ô. and - exhibit higher and more
variable errors even though their predictive model was trained with
more samples. This is because the multiplicative effect of composite
perturbations on accuracy becomes less predictable as perturbation
complexity and severity increase.

These results suggest that when perturbation effects degrade ac-
curacy in a consistent and predictable manner, partial tomography
can learn useful patterns from relatively few examples. This also
explains the effectiveness of sequential testing for benchmarks with
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Figure 7: Efficiency of partial 3D model tomography.
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Figure 8: Efficiency of partial 4D model tomography.

stable responses: early tests yield predictive signals that generalize
well, even in higher-dimensional settings.

5.4 Partial tomography efficiency
In this experiment, we evaluate the execution efficiency of partial
tomography—with and without our early stopping strategy—using
the total number of inferences as a proxy metric. Since inference
cost is stable for a given hardware setup, this metric provides a
reliable estimate of total runtime. We focus on 3D tomography.

Full tomography yields, of course, zero robustness estimation
error, as it evaluates all tests inΘ exhaustively. However, this comes
at the cost of |Θ| × |D| total inferences. For example, in the case of
ô. or ì, this requires 2,160,000 inferences. Partial model tomog-
raphy requires evaluating only up to |Θ⩽2 | × |D| inferences, which
reduces the total number of inferences by at least 58%.

Figure 4 presents the total number of inferences required to re-
construct Θ under three configurations: (i) full 3D tomography;
(ii) partial model tomography without early stopping; and (iii) par-
tial tomography with early stopping. The 𝑥-axis shows the bench-
marks; and the𝑦-axis shows the total number of inferences required.
Above each bar, we plot the MSE between the predicted and actual
aggregate robustness scores for each of our random forests: one
exhaustively applies Θ⩽2 configurations to all inputs; and one to a
subset. Even with early stopping enabled, the MSE is small.

Without early stopping, partial tomography reduces the total
number of inferences by 58% for all benchmarks. Our early stopping
strategy (see Algorithm 1) further lowers the inference cost down
to 72.7% for ô., 61.6% for ì, 73.15% for � and 83% for - (no
additional improvements were observed for 6). This has a direct
effect to the total computation time: computing the full 3D tomog-
raphy for6 required approximately 47.3 hours, which was reduced
significantly with partial model tomography. The transformation-
to-inference-time ratios are 0.09 for ì, 0.20 for �, 0.30 for 6, 2.3
for -, and 76.7 for ô.. Except for - and ô., inference time dom-
inates. Because perturbations are model-agnostic preprocessing
while inference scales with model size, we expect inference time to
dominate even more for larger models.

6 On Validity & Quality Estimation
TestifAI assumes that domain experts specify perturbations and
severity levels that reflect their deployment environment, following
the practice of existing robustness benchmarks [29, 51, 55]. As such,
TestifAI does not attempt to assess the semantic validity of higher-
order perturbations, or, more generally, of the perturbation space
Θ within a model’s application domain.

Nevertheless, it is informative to distinguish robustness failures
under plausible perturbations from those caused by invalid or highly
unrealistic ones. To this end, we use quality metrics as proxies
for perturbation validity. Specifically, we can use the TestifAI
framework to estimate the effect of higher-order perturbations on
input quality, and then refine testing by augmenting user queries
with constraints on these metrics. We next present a quantitative
validity analysis of our five benchmarks and show how TestifAI
can estimate higher-order validity from low-order observations in
the same way it estimates robustness.

For our four vision tasks, we use Kernel Inception Distance
(KID) [4] to measure image realism, and for the language task, we
use BERTScore [82] to measure semantic preservation. These met-
rics quantify deviation from the distribution of unperturbed inputs
and serve as proxies for perturbation validity. Although we also
evaluated other quality metrics—including FID and SSIM for images
and BLEU for text—we found that KID and BERTScore integrate
best with partial tomography and early stopping; in particular, KID
remains reliable under partial sampling of the input distribution.

We collected the true quality score q𝝈 for every test 𝝈 in the
full 4D perturbation space (1296 in total). We then applied partial
tomography to estimate higher-order quality scores from lower-
order ones, leveraging the fact that partial tomography is agnostic
to the nature of the predicted score. We trained a random-forest
regressor on Θ⩽2, replacing robustness scores r𝝈 with q𝝈 . We used
the same feature representation as for robustness prediction.

Figure 9 shows quality (q𝝈 ), predicted quality (q̂𝝈 ), and ac-
curacy drop as functions of the severity sum 𝜎1 + · · · + 𝜎𝑘 for
𝝈 = (𝜎1, . . . , 𝜎𝑘 )—that is, the ℓ1-norm of the perturbation sever-
ity vector (a slice of the 4D perturbation space indexed by total
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Figure 9: Actual vs. predicted quality and accuracy drop under increasing perturbation severity. Blue solid lines show actual
perceptual quality (KID for vision, BERT-F1 for NLP). Red dotted lines show predicted quality. Grey dashed lines (right axis)
show accuracy drop. Error bars represent standard error across all combinations with the same severity sum.
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Figure 10: q𝝈 estimation error for 4D tomography.
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Figure 11: Example perturbed images derived from different
perturbation combinations.

severity). A given severity sum can arise from either a few large
perturbations or the compounding effects of many small ones. Fig-
ure 10 shows that across benchmarks the mean absolute estimation
error is approximately 0.1 for ô. and -, and near zero for ì, �,
and 6, indicating that validity, like robustness, is structured and
predictable from low-order observations.

A user concerned with application-level validity can integrate
these scores directly into the TestifAI querying mechanism: given
a threshold 𝜏q on predicted input quality, TestifAI can exclude all
tests with predicted (or measured) quality above 𝜏q (or below, in the
case of BERT F1). This enables queries of the form 𝑄 ∧ q̂𝝈 ≤ 𝜏q,
where 𝑄 is any existing Boolean constraint (§4.1). The threshold
further allows users to distinguish errors under plausible conditions
(q̂𝝈 ≤ 𝜏q) from those attributable to invalid inputs (q̂𝝈 > 𝜏q).

For example, the top row of Figure 11 shows two perturbed
versions of the same image from � at severity sum 10. The fourth-
order perturbation (1, 1, 3, 5) with KID 0.043 is likely considered
valid input, whereas the third-order one, with KID 0.088, is likely

considered invalid. By inspection, KID scores up to roughly 0.06
appear generally valid for �. Comparing this threshold with Fig-
ure 9 indicates that similarly low KID scores can still occur even at
severity sums as high as 14 for �.

Examples from ì in the bottom two rows of Fig. 11 show that
equal KID scores can correspond to both plausible (identifiable) and
invalid (unidentifiable) inputs. They also show that the compound-
ing effects of different perturbations may differ from applying a
single perturbation at higher severity, leading to cases where im-
ages with larger KID scores are more identifiable than those with
lower scores near the boundary of validity. The (im)plausibility of
an input perturbation, therefore, depends on the data set, the chosen
perturbations and their strengths, and the application domain.

These examples illustrate how users can refine TestifAI using
validity or other system-level metrics. Choosing appropriate thresh-
olds requires domain expertise, ranging from manual inspection to
deployment-specific analysis. Importantly, high severity sums do
not necessarily imply invalid inputs: multiple perturbations often
co-occur in practice (e.g., combined weather and sensor effects in
vision [53], or surface-form perturbations in text [27, 74]). Accord-
ingly, TestifAI does not discard severe cases a priori; instead, it
surfaces themwith robustness and validity estimates, enabling users
to judge whether they fall within acceptable operational bounds.

7 Discussion
TestifAI assumes a user-defined space Θ of semantic perturba-
tions, each with a small discrete set of severity levels, making it
queryable for partial tomography. Even when perturbations have
continuous severity parameters or produce similar effects (e.g., fog
and contrast), coarse binning often suffices to capture robustness
trends. However, if no semantically meaningful discretization exists
(e.g., gradient-based adversarial attacks [23, 70]), TestifAI does
not apply; it is best used as an exploratory tool for refining a given
perturbation family (e.g., weather corruptions in ImageNet-C [30]
or paraphrasing in TextFlint [72]) rather than discovering them.

TestifAI assumes that regions Θ⩾3 are sufficiently structured
that robustness measurements in Θ⩽2 capture most interactions.
When models exhibit higher-order effects that are not predictable
from single or pairwise tests, TestifAI may misestimate robustness.
Figure 8 shows that adding a modest number of Θ3 oracle evalua-
tions improves prediction. When practitioners suspect higher-order
coupling, allocating a small Θ3 budget can reduce misestimation.
Automatically identifying such cases is future work.
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TestifAI enables multi-perturbation analysis across diverse
model types and modalities. Partial tomography requires a dis-
cretizable perturbation space and a system-level metamorphic test
to access whether behaviour under perturbation remains accept-
able. These requirements extend beyond classification tasks. E.g.,
§6 shows how partial tomography can apply to regression and gen-
eration: KID and BERTScore serve as quality-based oracle signals
for perturbed images and text; and similar principles enable testing
of code-generation models [74] using CodeBLEU [59].

8 Related Work
Prior work on testing deep learning models spans several directions,
including training input generation (e.g., AugMix [31]) coverage-
guided testing (e.g., DeepXplore [56]), test prioritisation (e.g., Deep-
Gini [16]), and combinatorial testing (e.g., CIT4DNN [13]). While
these methods provide valuable insights into model behaviour,
they neither support systematic reasoning over structured multi-
perturbation spaces, nor enable users to query robustness under
diverse, interacting perturbations.

Benchmarks.MNIST-C [51], CIFAR-10-C and ImageNet-C [30],
KITTI-C, nuScenes-C, and Waymo-C [14], and CURE-TSR [67]
are benchmarks that define curated sets of meaningful perturba-
tions to test the robustness of computer vision models. Similarly,
CheckList [61] and TextFlint [72] provide linguistic perturbations
for testing natural language models. These are complementary re-
sources to TestifAI. Users can draw perturbations from them to
systematically explore and test their combinations.

Data augmentation methods. CutMix [80], AugMix [31], and
PixMix [32]) aim to improve the robustness of deep learning models
applying stochastic combinations of perturbations during training.
These augmentations expose models to inputs affected by multi-
ple, simultaneously applied transformations (e.g., blur, contrast,
rotation). TestifAI rather aims to systematically explore and esti-
mate the aggregate robustness of a trained model under structured,
multi-perturbation test environments.

Neuron coverage. DeepXplore [56], DeepGuage [45], DLFuzz [26]
and DeepHunter [77] aim to uncover erroneous behaviours in deep
learning models by generating test inputs that maximise neuron
activation coverage. However, increased coverage does not nec-
essarily correlate with a higher rate of error discovery, and often
leads to the generation of less natural or semantically meaningful
inputs [28, 62]. These methods typically produce new inputs by
applying pixel-level perturbations to a small set of seed examples,
which limits both the diversity and semantic fidelity of the result-
ing test data [13]. In contrast, TestifAI generates test inputs by
systematically combining interpretable semantic perturbations.

Test prioritization. Input prioritization techniques aim to identify
test inputs that are more likely to reveal model errors, thereby accel-
erating the discovery of misclassifications [25, 75]. DeepGini [16],
for instance, prioritizes inputs on which the model exhibits low
confidence (i.e., high uncertainty in softmax output). In contrast,
TestifAI prioritises system-level metamorphic tests—structured
combinations of semantic perturbations—rather than individual
inputs. This enables efficient estimation of robustness across the
entire perturbation space. Input-level prioritization is orthogonal to

our work and could complement TestifAI’s early stopping strategy,
particularly when users seek to identify worst-case robustness.

Combinatorial Interaction Testing (CIT). CIT has been applied
to deep learning in several ways, differing along two axes: model
access—whether white-box [10, 44] or black-box [8, 13]—and the
type of interaction under test—neuron activations [10, 44], latent
input features [13], or high-level semantic perturbations [8]).

DeepCT [44], for example, is a white-box method that system-
atically explores neuron combinations within a layer to maximise
combinatorial activation coverage and, thus, uncover more faults—
a test method aligned with neuron coverage methods discussed
earlier. CIT4DNN [13], in contrast, is a black-box method: it learns
a latent representation of the inputs, and then applies CIT on la-
tent dimensions to generate rare or diverse inputs. Neither method
guarantees that the generated test inputs can be interpreted as
semantically meaningful perturbations.

Chandrasekaran et al. [8] generate two-way combinations of
common image perturbations (e.g., blur, brightness, and rotation)
applied to a small, curated input set to produce synthetic driving
scenes for robustness testing. TestifAI extends this idea beyond
pairwise testing: it uses second-order tests to approximate higher-
order robustness behaviour through 3D and 4D tomography.

TestifAI departs from CIT in a fundamental way: it does not
attempt to construct high-dimensional covering arrays, as done
in prior work on classical software systems (e.g., ScalableCA [43]).
Instead, it leverages second-order tests to train a predictive model
that estimates robustness in multi-perturbation spaces.

Formal guarantees. TestifAI’s system-level metamorphic tests
assess the extent to which a model is robust under some structured,
semantic perturbations of a set of inputs. This differs from local
robustness, where neural-network verifiers (e.g., αβ-CROWN [83])
check for all ℓ𝑝 -bounded perturbations of a given input. Likewise,
TestifAI’s aggregate robustness is an empirical summary over a
semantic region Θ, not a global robustness certificate that requires
local robustness of all possible inputs (as in fairness [37] and global
robustness certification [36, 73]). These perspectives are comple-
mentary: TestifAI finds and ranks semantically meaningful regions
for further analysis, while formal verification provides worst-case
guarantees on selected subsets.

9 Conclusion
TestifAI reframes deep learning testing as a predictive modelling
task, reasoning about how multiple perturbations interact, rather
than a combinatorial coverage problem. It trains a surrogate model
using lower-order test results—specifically, all combinations of up
to two perturbations and their severity levels—to approximate ro-
bustness over higher-order tests involving three or more perturba-
tions. Experiments on five vision and language benchmarks show
that TestifAI predicts third- and fourth-order test outcomes from
second-order observations with less than 7% aggregate estima-
tion error. TestifAI is a step towards test-oriented generalization,
enabling principled extrapolation of test results to unseen multi-
perturbation scenarios. It helps users anticipate model behaviour
under complex, high-dimensional perturbations beyond what pair-
wise (2-way) testing can expose.
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