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boom being the result of ‘deep learning’3 [25]4) on ‘big 
data’5 using new hardware—in particular, graphics pro-
cessing units (GPUs).6

3  ‘The rise of deep learning dates to 2012,’ says Pasquinelli, ‘when 
the convolutional neural network AlexNet won the ImageNet com-
puter vision competition.’ (2023, p. 14) This is corroborated by [25]: 
‘the convolutional neural network (ConvNet)… achieved many prac-
tical successes during the period when neural networks were out of 
favour’ (p. 439) yet, ‘ConvNets were largely forsaken by the main-
stream computer-vision and machine-learning communities until the 
ImageNet competition in 2012’ (p. 440).

4  LeCun et al. [25] found that RNNs were best for sequential (e.g. 
text) data, and Vaswani et al. [49] introduced the Transformer archi-
tecture ‘based solely on attention mechanisms’ (abstract). It outper-
formed previous systems on machine translation tasks and paved the 
way for e.g. OpenAI’s 2022 generative AI system ChatGPT.

5  Wiggins & Jones say that in 2011 ‘danah boyd and Kate Crawford 
argued “The era of Big Data has begun.”’ ([51], p. 5) Google trends 
suggests an increase in the use of the term ‘big data’ in the early 
2010s. The academic journal Big Data and Society published its first 
issue in 2014.

6  ‘In the late 1990s,’ wrote the 2018 Turing Award joint winners ‘neu-
ral net[work]s… were largely forsaken by the machine-learning com-
munity’ [25], p. 441). But ‘[i]nterest in deep feedforward networks 
was revived around 2006’ (p. 439) by researchers who used unsu-
pervised learning for pre-training, with subsequent fine-tuning using 
backpropagation.

1  The problem

It has been nearly three quarters of a century since Tur-
ing published his [46] paper on ‘Computing Machinery 
and Intelligence’; and shortly after that the term ‘artifi-
cial intelligence’ (AI) was coined. During this time, AI 
has gone through periods of boom and bust, summers and 
winters [53].1 The last quarter century in particular, how-
ever, has seen significant scientific progress in AI, as well 
as its widespread commercial adoption,2 with the current 

1  Wooldridge identifies: the first AI boom, ‘from about 1956 to 
1974’ [53] p. 47),then ‘the AI winter’ (p. 88), which occupied ‘the 
early 1970s to the early 1980s’ (p. 88); and ‘agent-based’ (p. 138) 
approaches were dominant by the end of the 1990s (p. 162).

2  According to Wooldridge [53], following Google’s purchase of 
DeepMind in January 2014, ‘[a]rtificial intelligence was suddenly 
big news—and big business’ (p. 167). This was brought on by ‘the 
twenty-first-century machine learning revolution’ (p. 168).
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Abstract
In recent years, there have been growing calls to operationalize artificial intelligence (AI) ethics - to move from theory to 
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of design, development, and deployment. This model aims to embed ethics throughout this cycle, offering questions that 
should be addressed at each stage. We articulate the benefits of this approach to ethical AI practice: that it is pro-ethical 
and value-aware, amenable to implementation, it embeds ethics at every stage of the development process, it embeds a 
culture and language of ethics in organizations and provides clear decision points. Our model is not a panacea, of course, 
and we accordingly provide an indication of the context in which the implementation of our model might be most effec-
tive in ensuring ethical AI practice.
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These developments have led, however, to increas-
ing concern over the ethics of building and using the 
new data-hungry AI systems. ‘In December 2014,’ note 
Wiggins and Jones, Microsoft researcher Hanna Wal-
lach gave a conference talk7 to computer scientists and 
machine learning specialists in which ‘she proposed that 
her own field desperately needed to interrogate how the 
algorithms they were developing, and the technologies 
the algorithms empowered, challenged our values’ [51, p. 
3] Others raised related worries8; and people took notice. 
‘Within a few years of the surge of critical concern, the 
likes of Google, Facebook and IBM all had in-house ethi-
cists.’ [51], p. 7). Academia also responded to the grow-
ing issue: for example, the journal AI and Ethics was 
founded, and published its first issue in February 2021.

Sadly, the ethical concerns raised by AI development 
and deployment have not been adequately addressed by 
these measures. Concretely speaking, AI ethicist Timnit 
Gebru left Google in December 2020, maintaining she 
had been fired (Google said she resigned); and Margaret 
Mitchell was then fired in early 2021 ([51], pp. 233–234). 
Similar developments occurred in other companies.9 
More abstractly, there has been a growing sense that 
much of the research done in AI ethics has been too… 
well, abstract. Theoretical. Impractical. One author has 
even gone so far as to declare on such grounds ‘[t]he use-
lessness of AI ethics’ [33].

Perhaps less dramatically, through a study of work 
undertaken in the previous five years, Jobin and col-
leagues [22] uncovered ‘a global convergence emerging 
around five ethical principles (transparency, justice and 
fairness, non-maleficence, responsibility and privacy), 
with substantive divergence in relation to how these 
principles are interpreted, why they are deemed impor-
tant, what issue, domain or actors they pertain to, and 
how they should be implemented’ (abstract). The key 
point here, as we see it, is that even if there is agreement 
on principles,10 there remains unclarity on how those 

7  A near transcript of her talk is available at Wallach [50].
8  ‘In 2015 it was discovered that the AI [underpinning AlexNet] mis-
labels images featuring people with dark skin as “Gorilla” As a solu-
tion, Google + removes the Gorilla label entirely. As of 2023, the label 
is still removed from the database’ according to Danielle Williams: ​h​
t​t​p​​s​:​/​​/​w​w​w​​.​d​​a​n​i​​e​l​l​e​​j​w​i​​l​l​i​​a​m​s​​.​c​o​​m​/​_​f​​i​l​​e​s​/​​u​g​d​/​​a​6​f​​f​5​5​​_​0​0​​1​b​0​​1​5​2​f​​3​c​​5​4​
4​​8​d​b​2​​d​0​d​​e​3​8​​5​9​c​a​d​7​3​a​.​p​d​f.

9  For example, see Knight [27].
10  It is not clear that there is. Writing at roughly the same time, Floridi 
and Cowls also articulated ‘five core principles for ethical AI’ ([16], p. 
2) in the landscape, although their list is slightly different. It includes 
‘beneficence, non-maleficence, autonomy,… justice… [and] explica-
bility’ ([16], p. 2) with the last of these encompassing both intelligibil-
ity (and so, one might think, transparency) and responsibility. A recent 
survey with international reach [9], found convergence around: 1) 
transparency/explainability/auditability, 2) reliability/safety/security/

principles can be put into practice. In the words of Mor-
ley and colleagues, when it comes to AI ethics, we need 
to move ‘from what to how’ ([30], p. 2141). Many others 
have now made similar diagnoses and calls to action.11

We see our contribution here as responding to such 
calls (we are certainly more sympathetic with the thought 
that there is a need to supplement ethical principles in the 
domain of AI than with any demand to reject, repudiate, 
or replace them). We will not, however, be straightfor-
wardly concerned with interpreting ethical principles in 
operational terms or translating them into practical guide-
lines. Rather, we see ourselves as offering a model—the 
3D model—of ethical AI practice that we believe will 
result in the implementation of the relevant principles, if 
adhered to and applied within an appropriate setting. This 
is not to say that there is no role for principles in AI ethics. 
The full operationalization of AI ethics is undertaken by 
senior figures in corporate governance with a responsibil-
ity for ethics—in the manner described by Canca [6]. In 
this case, fundamental principles will play an important 
role. But this is about the (governance) context in which 
developers using the 3D model operate (we discuss this 
further in §3). However, whilst fully thinking through AI 
ethics does require working from first principles, we can 
make headway on implementing ethical design without 
working from such a high level. In the next section we 
outline the 3D model and explain its envisioned bene-
fits.12 Then, in the third and final section, we articulate 
the way in which we envision the model being embedded 
in a rich cultural, governance, and regulatory context, 
thereby responding to objections that might otherwise be 
levied against it. But we conclude this introductory sec-
tion with some further motivation for the model through 
the introduction of a recent case of ethical AI failure, 
which will guide our discussion throughout.

Let’s introduce a case, which will help us throughout 
this paper to illustrate the potential utility of our model. 
In recent months, there has been much concern regarding 
Microsoft’s new AI ‘Recall’ on Windows 11. The system 
was designed to help to recover or recollect previous 

trustworthiness 3) justice/equity/fairness/non-discrimination, 4) pri-
vacy and 5) accountability/liability. For what it is worth, we prefer 
Canca’s list of three core principles: ‘respect autonomy, do good, 
ensure justice’ ([6], p. 19). For as Canca notes, these principles of 
respect for autonomy, beneficence/non-maleficence, and justice con-
cern intrinsic human values, while privacy, transparency—and we 
would add, responsibility—are about the means to these ends. Focus-
sing first on values and then on the means to achieving these in the 
context of AI may be helpful to ensure responsiveness of principles to 
future technological developments.
11  See, for example, Canca [6], Hagendorff [20], Hickok [21], Kazim 
and Koshiyama [23], Mittelstadt [29], and Zhou and Chen [54].
12  Our model has not (yet) been empirically validated; thus, the ben-
efits are currently only anticipated.
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activity on the computer. The purported utility of this is 
that Recall can help you find an email from last week, or 
help you find accidentally deleted work; no need to trawl 
through files in a panic, simply ask Recall. Unfortunately, 
Recall has had to be recalled, over security concerns [8]. 
The problem is that in order to be ready to recollect your 
actions on the computer, Recall has to monitor and record 
everything you do. Recall was set up, as Collins writes, to 
‘literally take screenshots of what you’re doing every few 
seconds, then scrape the information from those screen-
shots and store it in a database.’ [8]. This already might 
sound alarm bells for those concerned with data privacy, 
however it does get worse. The data in Recall’s database 
was unencrypted. Malicious agents could potentially 
access a database of personal data, including financial 
information and passwords. This possibility was demon-
strated by security researchers [8]. As Wes Miller stated 
when speaking to Forbes: ‘as a whole, the approach is 
wrong… The fact that it created a centralized treasure-
trove of data that should have been protected but wasn’t, 
is a fundamentally flawed design.’ [8].

The question remains: how did Recall, a system with 
clear ethical red flags, go all the way through to deploy-
ment? We will return to this case as an illustration of 
how our proposed model can be implemented, and how 

following our model could have raised the red flag on 
Recall at each stage of the process.

2  The solution

2.1  Motivation

The AI development process is iterative, and ongoing, and 
can helpfully be viewed as a cycle. While various accounts 
might be given of that cycle, in our view it can usefully be 
thought of as comprising three phases (which give the 3D 
model its name): design; develop; and deploy (cf. [11]). 
These correspond to Ball and Koliousis’ [4] objective set-
ting (design), training (develop), and deployment manage-
ment (deploy),13 and to Morley et al.’s [31, 32] validate 
(the design), verify (the development), and evaluate (the 
deployment).14 Thus, whilst the identification of a cycle of 
AI development is not new, our approach is corroborated 
by others, and we propose new, clear labels for each stage. 
This has the (crucial) advantage of psychological simplicity, 
which we anticipate will facilitate the adoption of the model 
amongst practitioners (see below) (Table 1).

At each phase, the 3D model (Fig. 1) presents key ques-
tions that those involved in developing AI should ask and 
answer before continuing. This intervention aims to give 
structure to ethical decision-making during the design pro-
cess for AI, facilitating discussions of the ethics of the AI 
system. This could be described as functioning at ‘Level 3’ 
of the The Digital Catapult AI Ethics Framework (DCEF). 
As Morley et al. [31] describe, ‘The third level operational-
izes Habermas’s concept of discourse ethics (Buhmann et 
al. 2019), i.e. an approach that seeks to establish normative 
values and ethical truths through open discourse, and con-
sists of a series of questions that are designed to encourage 
AI practitioners to conduct ethical foresight analysis [17],’ 
[31, p. 244]. However, unlike the DCEF, the 3D model ties 
key questions into each of these development stages, and 
offers indicative follow-up questions to help to articulate 
the key issues throughout the process.15 This ensures that 

13  As Ball and Koliousis emphasize, the phases are nested, one within 
another, making each an essential part of the greater whole. The phases 
are therefore temporally overlapping and cannot be sequentially dis-
entangled. This accordingly yields an iterative, and ongoing, design 
cycle [4].
14  As Morley et al. write: ‘The first phase (validation) is concerned 
with whether the right algorithmic system is being developed; the 
second phase (verification) is concerned with whether the algorithmic 
system is being developed in the right way; and the third phase (evalu-
ation) is concerned with whether the algorithmic system is continuing 
to operate in the right way once deployed, needs to be revised, or can 
be improved (redacted).’ ([31], p. 224).
15  These follow-up questions have been suggested to draw out the 
relevant issues in the overarching questions at each stage—however, 

Table 1  The 3D model as compared to Morley et al. [31], and Ball and 
Koliousis [4]
3D model Morley et al. [31] Ball and Koliousis [4]
Design Validate Objective setting
Develop Verify Training
Deploy Evaluate Deployment management

Fig. 1  The 3D model
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will anticipate the need to address the questions that arise at 
development and deployment stages; when developing the 
system, there will be a recognition of the need to revisit the 
answers given to questions raised at the design stage, and 
to anticipate the answers that are relevant to the deploy-
ment stage; and that at the deployment stage, development 
choices will be revisited, possibly in light of new evidence 
regarding how well the performance of the system matches 
the initial design (which itself may end up needed to be re-
assessed). Since each stage of the cycle will in fact occur at 
least once as a concrete reality, this suffices to ensure that 
the questions are raised at least twice prior to deployment, 
and then again at least once following (what might be an 
initially piloted) deployment.

We would also like to stress that the follow-up ques-
tions we have articulated below are each given a clear—
even provocative—formulation (‘the ethical AI practitioner 
asks…’), in order to be suitable to generate the kinds of 
discussion we see as necessary for ethical decision making. 
In practice, teams will likely need to modify or nuance the 
questions themselves, and/or formulate others, in order to 
address their development aims; moreover, organisations 
may make adjustments for their particular contexts, guiding 
practitioner teams in the specific manner in which the 3D 
model of ethical AI practice ends up operationalized within 
their corporate governance procedures (see below). Once 
again, though, we present the model in a simple, straightfor-
ward manner, with both directness and specificity, in order 
to facilitate ready adoption. And while the follow-up ques-
tions presented may need to be altered following empirical 
validation of our model, and/or flexed during its implemen-
tation, it is important to note that we see the overarching 
questions at each phase as essential to the model. In par-
ticular, we believe the asking of these questions will help to 
ensure that the key ethical issues arising in the development 
of AI systems are not overlooked. Accordingly, properly 
addressing these questions—in part through engagement 
with appropriate follow-ups—should suffice for ethical AI 
development; certainly, doing so is necessary.

2.2  The 3D Model

We will now explain the three phases, and the associated 
questions, in turn. Once again, though, we remind our read-
ers that our model must be presented as having a simple 
structure so as to (psychologically and culturally) facilitate 
uptake. The complexities of the issues that will arise in its 
implementation must not be integrated into the articula-
tion of the model itself—though of course, in the current 
academic context, we include some discussion of those 
complexities (e.g. in footnotes), to show that our model 
is simultaneously both general and flexible enough to 

ethical discourse occurs every stage of the development of 
the AI system. Whilst follow-up questions may be altered 
following validation, we see the overarching questions at 
each phase as essential to the model.

It is important to note that the envisioned ethical discus-
sion will (ideally) be open-ended and ongoing. Allow us to 
make three points by way of substantiation of this thought. 
First, in Ball and Koliousis [4], for example, some stages of 
the development process are represented as embedded within 
others, culminating in deployment management. Crucially, 
AI systems in operation generate new data that interacts 
with the algorithms it uses in novel ways, with outcomes 
that are themselves subject to ethical evaluation. Indeed, the 
very fact that AI systems are sometimes recalled suffices for 
us to see that the ethical assessment of AI systems during 
deployment may require a re-appraisal of the answer to the 
question we present here as occurring at the design stage, 
namely whether the system should be built (and deployed) 
at all (see below). Of course, the aim of implementing the 
3D model is to avoid the need for recalls and the harms that 
precipitate them, by anticipating and designing out potential 
problems in advance. But this should not obscure the pres-
ent point: ethical decision-making in relation to AI systems 
is ongoing. Here that fact is represented with the simple 
cyclical structure of Fig. 1 for ease of uptake.

Second, ethical issues are typically open-ended – includ-
ing those that concern AI development. As Canca ([6], p.18) 
notes, there are ‘unavoidable value trade-offs’ that ‘organi-
zations confront’ when developing and deploying AI sys-
tems (and indeed more generally). Ethical judgments about 
how to manage those trade-offs in particular contexts are 
holistic, and must therefore be made in light of all of the 
evidence available. Accordingly, for this reason also, we 
cannot specify when ethical deliberation should come to an 
end, for example by articulating a number of iterations of 
the cycle that is needed to ensure some notion of ethical 
compliance.16 In practice, we anticipate that different orga-
nizations will integrate the 3D model into their corporate 
governance procedures differently (see below).

Third, as a conceptualization of an ethical AI develop-
ment process, we expect that our model – including all of the 
stages and the associated questions at any given stage—will 
be available17 to those implementing it at any given stage. 
Thus, we expect that: when designing a system, practitioners 

future empirical validation may suggest the need for variant formula-
tions, or even different questions. Furthermore, specific organisations 
might tailor these follow-ups for the precise contexts in which they 
operate. See below for further discussion.
16  See below for the problems associated with tick-box exercises 
when it comes to AI ethics and the role the 3D model can play in avoid-
ing them.
17  Ideally through its internalization, though in practice with external 
e.g. visual aids [supplementary material, excluded for blind review].

1 3



AI and Ethics

Whether?

	● Whether such a system would do good? And avoid caus-
ing harm?20 

	● Whether the costs or benefits accrue disproportionately 
to some, at the expense of others?

	● Whether, on balance, the benefits outweigh the costs?

ii.	 Develop

In the develop phase we ask:

1.	 How should we go about building the system?
2.	 Why should we build it in that way?

The develop phase is for considering how the system can 
be operationalized, or implemented—in short, how it can be 
built—and why it should be done in that way. This includes 
considering how any such system is trained, and why it 
should be trained on the selected data.
When developing an AI system, the ethical AI practitioner 
asks:
How?

	● How should we build the system to achieve its objec-
tive? (Does that objective need adjusting in light of 
practicalities about building a system that implements 
it?)

	● How should we collect training data (e.g. to respect au-
tonomy, and avoid bias)?

	● How can we implement an appropriate data infrastruc-
ture (e.g. to ensure privacy)?

Why?

	● Why are we making – and should we make—these en-
gineering choices?

	● Do they ensure the benefits to stakeholders that are part 
of the design brief?

	● Do they avoid the potential harms identified in relation 
to such a system?

iii.	 Deploy

An absolutely crucial stage in the design cycle is that of 
deployment: for it is here that the effects of the system will 

20  This question is intended to draw out whether the system is aimed 
at doing good in the world (e.g. for the climate, for conservation, 
or tackling poverty. See [42]) or is simply avoiding causing harm 
(through bias, unfairness, or malevolent uses). We can make a distinc-
tion between a system that aims for altruism, or aims to generate profit 
without negative impact.

accommodate those complexities, and to indicate how we 
anticipate it may assist in surfacing and resolving them.

i.	 Design

In the design phase we ask:

1.	 What are we building?
2.	 Whether to build it?

In the design phase, we are concerned with what the aims 
are for the AI system under consideration, and whether a 
system embodying those aims should be pursued at all. 
This crucially includes thinking about whether the aims are 
appropriate. It might be that the aims that characterize the 
planned system need to be modified, or even that the project 
should be abandoned. At this stage, practitioners should not 
be focussed solely on commercial viability, but on broader 
(e.g. ethical) considerations.18

Thus, in a little more detail, when designing an AI system, 
the ethical AI practitioner asks:
What?

	● What is the system that we are proposing aiming to do 
(i.e. what is its objective)?19

	● What are the potential benefits of such a system (and to 
whom do they accrue)?

	● What are the associated risks (and who bears them—i.e. 
who incurs the costs if they materialize)?

18  As Wiggins and Jones note, Pasquale [35] points to ‘a “second 
wave” of algorithmic accountability’ ([51], p. 253), in which the ques-
tion whether certain AI systems should be built at all gets raised. In 
including the question ‘whether’ in the 3D model we aim to recognize 
such second wave concerns.
19  Objective setting is, of course, a technical notion: it is the task of 
determining the objective function that the system will approximate or 
compute. But it is also a non-technical notion: that of determining the 
purpose of the system (to which that function is pertinent/appropriate). 
What we are suggesting here is that the ethical AI practitioner engages 
in objective setting not only in the first of these senses (which, as engi-
neers, they are sure to do), but also in the second (which, since they 
are ethical, they are obliged to do)—and that these tasks are linked. 
(This point is related to Marr's [28] computational level of explanation 
in cognitive science which asks after both what function a (in his case 
cognitive) system computes and the reason why, i.e. its purpose.) It 
might be thought that objective setting in the technical sense is a matter 
of how to meet the antecedently set non-technical objective, and that 
it accordingly belongs at the second, develop stage. In response we 
note that objective setting is given as the first stage of the process for 
Ball and Koliousis [4], and that the boundaries between stages are not 
rigid and that this is perhaps the point at which the transition between 
them occurs. In any case, what is key for present purposes is that prac-
titioners should be induced to think of non-technical objectives when 
engaging with objective setting in the technical sense they are likely 
to be familiar with. We believe the present formulation of the question 
achieves this—though, as we have said, we are open to reformulations 
of the questions following empirical testing.
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additional arrows to capture this (for the sake of represen-
tational simplicity), practitioners should not consider each 
phase in isolation.21

Revisiting Recall under the 3D model, we can see that 
there is failure at multiple points of the design and develop-
ment of the system, as mapped to the three stages:

1)	 Design: In the design phase, we are concerned with 
what the aims are for the system, and whether it should 
be pursued at all. This includes thinking about whether 
the aims are appropriate. Whilst one aim is to assist with 
the recollection of computer activity, to achieve this the 
system has to have full access to record everything you 
do (just on a fundamental level, it seems this would be 
hard to avoid). Whilst having your computer be able to 
assist you in recovering work or emails is helpful, there 
are considerable risks associated – it seems that Micro-
soft did not consider the value of privacy and security, 
and weigh these up against the potential convenience of 
Recall in their decision on whether to build the tool.

2)	 Develop: The develop phase is for considering how 
the system can be operationalized, and why it should 
be done in that way. This includes considering how 
any system is trained, and why it should be trained on 
the selected data. During this phase, developers might 
have considered how appropriate data infrastructure 
could be implemented, particularly considering users of 
the system and their security (as raised in the design 
phase). This would likely lead to developers consider-
ing encrypting the relevant data (which was not done 
with Recall), if the company still decided to go ahead.

3)	 Deploy: In the deploy phase, we are concerned with 
where the appropriate (or inappropriate) applications of 
this system are, and who will be impacted by the sys-
tem’s use. This should go beyond the intended appli-
cation, thinking about dual uses. It should also involve 
thinking about who will be affected beyond the intended 
user group (including wider society). There is an obvi-
ous concern here, which is that if someone was mali-
ciously inclined, they could access a complete trove of 
data about a Recall user. The lack of encryption and the 
sheer volume of personal and financial information that 
could be accessed through someone’s typical computer 
use is a deadly combination for identity theft, fraud, and 
even blackmail.

21  It may also be that a nested structure, as presented by Ball and 
Koliousis [4], is reflective of the realities here. We are certainly open 
to this, though for psychological simplicity we are using the cycli-
cal structure in our representation. This is not an unusual move—for 
instance, in network visualizations, loops that connect a node (corre-
sponding in our case to a stage) to itself are often omitted.

be felt by stakeholders; and the use of the system will gen-
erate further data that can be used to monitor and evaluate/
assess its performance.
In the deploy phase we ask:

1.	 Where can (and can’t) this system be ethically 
deployed?

2.	 Who will be affected by its use?

In the deploy phase, we are concerned with where the appro-
priate (or inappropriate) applications of this system are, and 
who will be impacted by the system’s use. Reflection here 
should go beyond the intended application, thinking about 
dual uses. It should also involve thinking about who will be 
affected beyond the intended user group (including wider 
society).
When deploying an AI system, the ethical AI practitioner 
asks:
Where?

Where can/can’t the system be ethically deployed?
Where—in what context(s)—were the training data col-

lected? And where—in which context(s)—can we le-
gitimately generalize from the statistical properties of 
that data to legitimately deploy the model (e.g. with 
accuracy)?

Where—in what context(s)—might there be dual use po-
tential? Are some alternative (unintended) uses ethically 
impermissible—and if so, can they be/have they been 
designed out?

Who?

Who is affected by the deployment of the system in this con-
text? Have they been—or can they be—consulted and 
engaged in the design process?

What (e.g. legally protected) characteristics do they have?
What are their legitimate interests – i.e., which values are in 

play? How can those interests and values be navigated?

At each phase, practitioners should reflect back on the 
answers to questions in the previous phase. For example, in 
the ‘deploy’ phase, practitioners should consider what the 
aims for the system are, how they’ve been implemented, 
and why those choices were made. This will inform the 
answers to where the system can be appropriately deployed. 
When the deployment phase is reached, monitoring of the 
system may reveal the need for significant changes to the 
design, and the cycle begins again. Those involved in the 
process should not only reflect back on the answers pro-
vided at previous stages, but also anticipate forwards to the 
next one. Whilst the illustration in Fig.  1 does not show 
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2.3  The benefits of the 3D model

The potential benefits of this model are that it is pro-ethical 
and value-aware, amenable to implementation, it embeds 
ethics at every stage of the development process, it embeds 
a culture and language of ethics in organizations and pro-
vides clear decision points. It is worth noting, of course, 
that we have not (yet) conducted any empirical validation 
of the model we are proposing, and the benefits we envi-
sion are therefore currently only hypothetical. Nevertheless, 
the approach taken is amenable to further investigation that 
might test for these benefits.

i.	  Pro-ethical and value aware

Morley et al. [30] highlight the need for pro-ethical design, 
that is, design which forces agents to make choices without 
limitation:

The difference between ethics by design and pro-
ethical design is the following: ethics by design can 
be paternalistic in ways that constrain the choices 
of agents, because it makes some options less eas-
ily available or not at all; instead, pro-ethical design 
still forces agents to make choices, but this time the 
nudge is less paternalistic because it does not preclude 
a course of action but requires agents to make up their 
mind about it. ([30], p2142 fn1)

In our approach then, we suggest a series of questions that 
must be asked and answered at each stage of AI develop-
ment. This is a ‘pro-ethical approach’ as outlined above. In 
our model, there is no prescription on how the questions 
ought to be answered. Indeed, in this case we take inspi-
ration from the value sensitive design [18, 47] and value 
analysis in design [26], which encourages reflection on the 
values at play from various first and second order stakehold-
ers. We aim for our model to increase the awareness of the 
values at play in the development and deployment of an AI 
system.

ii.	 Amenable to implementation

A key barrier in adopting ethics in AI development has been 
the gap between high level principles and practice, as stated 
by Morley et al. [30]: ‘closing the gap between principles 
and practice by constructing a typology that may help prac-
tically minded developers apply ethics at each stage of the 
Machine Learning development pipeline’ (p. 2141). Whilst 
we do not aim to offer a typology, we do aim to provide a 
tool that can facilitate ethical considerations at every phase 
of the design and development of AI systems.

To demonstrate how the structure of the questions can be 
implemented, see the table below (Table 2). Following the 
3D model can be easily recorded in a table or through more 
detailed records within organizations. The recommenda-
tions of each phase (e.g. that recorded at the bottom of the 
table below) must be passed on to those involved in the next 
phase of system development, if development continues. It 
is worth noting that for some questions, practitioners may 
not be able to answer alone. Accompanying documentation 
should highlight that further investigation may be neces-
sary in order to answer each question, and that practitioners 
should not merely give their ‘best guess’.22

22  Investigations might follow those recommended in the Value 
Sensitive Design Framework: conceptual, empirical and technical 
[18]. Whilst various other stakeholders are not explicitly involved in 
answering the 3D questions in the first instance, developers might need 
to consult them in some cases. Note also that the model we present 
here might be refined through empirical research.

Table 2  Example implementation of the design phase of the 3D model
1 DESIGN: What & Whether?
What are we building? Whether to build it?
What is the 
system we 
are proposing 
aiming to do 
(what is its 
objective)?

E.g. We are 
aiming to build a 
system that helps 
people to retrieve 
past informa-
tion from their 
computer

Whether 
such a 
system 
would 
do good? 
And 
avoid 
causing 
harm?

E.g. The system 
will be convenient, 
a more advanced 
version of “time 
machine”. However, 
it could ease access 
to users' private 
information

What are the 
potential ben-
efits of such 
a system (and 
to whom do 
they accrue)?

E.g. It will benefit 
our users, to help 
them find what 
they need easier. 
This could be 
a selling point, 
benefitting us as a 
company

Whether 
the 
costs or 
benefits 
accrue 
dispropor-
tionately 
to some, 
at the 
expense 
of others?

E.g. The benefits will 
only be to our users, 
or anyone who 
misappropriates the 
technology. The ben-
efit to our users is 
not at anyone else’s 
expense, but it could 
be at the expense of 
our users if privacy 
and security is not 
protected

What are the 
associated 
risks (and 
who bears 
them—i.e. 
who incurs 
the costs 
if they 
materialize)?

E.g. it could help 
the wrong people 
retrieve informa-
tion. This will 
harm individuals 
and in turn cause 
reputational 
damage to our 
company

Whether, 
on bal-
ance, the 
benefits 
outweigh 
the costs?

E.g. The benefits of 
the system are at a 
level of convenience, 
but the costs are 
high if done poorly. 
We should not pro-
ceed without robust 
security measures

We are 
building…

E.g. A system 
which records 
what users do, 
helping them to 
retrieve informa-
tion with ease at 
request

We 
should/
should 
not…

E.g. We should only 
build this system 
if we can ensure 
robust security—if 
we cannot, we 
should cease 
development
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development cannot be neatly divided into distinct steps. To 
combat this, our approach focuses on relevant questions at 
each of three broad stages of development, as opposed to 
breaking this down into smaller and smaller stages which 
may become increasingly indistinct in practice.25 Our 
approach also tackles the potential weakness highlighted 
by Morley et al. ([30], p. 2156) who found that insufficient 
attention is paid to the deployment of ML tools in ethics.

iv.	 A culture and language of ethics

Drawing from literature on the effectiveness of business eth-
ics more broadly, our model aims to increase a culture of 
ethics in the development of AI in practice. It is worth not-
ing the relative lack of discussions regarding organisational 
culture, however, barriers to ethics in business practices will 
also play out in organisations developing AI tools. As Seger 
[41] highlights, culture is central to the success of ethical AI 
practices, even when a principles approach is taken, because 
these rules do not dictate action, and people are more likely 
to adhere to policies when they believe in them.

As Treviño and Nelson [45] state, “in a strong ethical 
culture, ethics becomes a natural part of the daily conversa-
tion in the organization. Employees feel comfortable talking 
ethics with each other and with their managers. Organiza-
tional values are invoked in decision making. And manag-
ers routinely talk ethics with their direct reports.” ([45], p 
185). They highlight prior research in which ‘individuals 
who discussed their decision-making using ethical language 
were more likely to have actually made an ethical decision’ 
(p. 186). The culture in tech organizations has also been 
identified as a key barrier to effective AI ethics [33]. The 
question-focused model presented here will facilitate the 
language and culture of ethics in organizations which fol-
low it. Our hope is that this will encourage a shift away 
from organizations paying lip-service to high level princi-
ples to a broader discussion of relevant values and trade-
offs in the development of AI. Furthermore, this will help 
to embed a culture of ethics in organizations, which will 
allow for a ground-up approach to ethical AI development 
as opposed to a top-down (principles first) or punitive model 
of development which tends towards box-ticking or legalis-
ing ethical decisions.26 Whilst the idea of integrating ethical 
discourse into AI development is not new (see for example 
[17]), this model however aims to integrate this into the pro-
cess at every phase of the design process.

25  Our stages may well be somewhat blurred in practice, and we imag-
ine both looking forward and reflecting backwards at each stage. We 
have, however, struck what we hope is an appropriate and useful bal-
ance between articulating structure and capturing detailed realities.
26  This must be accompanied by cultural support from managers to 
avoid ‘moral muteness’ [45].

Morley et al. [30] found that AI ethics tools were very 
limited in terms of how easily they could be used in practice. 
It is clear to us that any ethics tools aimed at the develop-
ment of AI systems need to have a clear path to implemen-
tation and need to be firmly rooted in the development of 
AI systems. The benefit of this approach over VAD or VSD 
is that it is simplified in terms of implementation, and fits 
with the current ML development pipeline. A benefit of this 
model over principle-focused approaches is that practitio-
ners are not required to have a specialist understanding of 
ethical theories or concepts.23 This, we hope, allows for an 
easier insertion of the approach into the existing practices of 
AI developers.

iii.	 Ethics at every stage

As noted by Ball and Kouliosis [4] we need AI ‘that engages 
with human needs, interests, and priorities at every stage of 
development, shaping the decisions that are taken concern-
ing whether, and if so how, the AI system is built.’ (§3.1). 
Our model ensures that ethics decision-making is required 
at each stage of the development process. As explained 
above, our model covers the ML development pipeline as 
divided into three phases, which we dub ‘design’, ‘develop’ 
and ‘deploy’, and which align with the stages as outlined in 
Ball and Koliousis’ [4] and to Morley et al. [31]. The benefit 
of this approach is that questions of ethics can be ensured 
to be embedded at every stage of the ML pipeline. As Mor-
ley et al. [31] highlight, embedding ethics at every stage 
ensures that this model avoids becoming a ‘one-off tick-box 
exercise’ ([31], p. 246), which is completed and then forgot-
ten about. Instead, the design and development of AI sys-
tems becomes iterative through an ongoing cycle: reflection 
on development and deployment should feed back into the 
design of the system. We are seeing similar approaches to 
guidance around data protection in AI development, such as 
the ICO’s guidance on ‘data protection fairness’ throughout 
the AI lifecycle which divides the lifecycle of data in the AI 
development process into eight stages.24

As noted by Morley et al. ([30], p. 2160) there will be 
an inherent limitation to the approach of breaking the AI 
development process into stages, as in practice, technology 

23  This is not to say that ethics should not be discussed at a theoreti-
cal level. Indeed, at the level of governance we expect that theoretical 
discussion will be needed in order to set organisational positions (see 
[6]). Our aim here is to provide a tool for developers/practitioners that 
does not require higher level theoretical learning to be effective. For 
discussion of the different levels at which ethics functions within soci-
ety and organizations, see Tasioulis [43], Ball [3], and our response to 
objection four below.
24  See ICO’s website ​h​t​t​p​​s​:​/​​/​i​c​o​​.​o​​r​g​.​​u​k​/​f​​o​r​-​​o​r​g​​a​n​i​​s​a​t​​i​o​n​s​​/​u​​k​-​g​​d​p​r​-​​g​u​i​​
d​a​n​​c​e​-​​a​n​d​​-​r​e​s​​o​u​​r​c​e​​s​/​a​r​​t​i​f​​i​c​i​​a​l​-​​i​n​t​​e​l​l​i​​g​e​​n​c​e​​/​g​u​i​​d​a​n​​c​e​-​​o​n​-​​a​i​-​​a​n​d​-​​d​a​​t​a​-​​p​
r​o​t​​e​c​t​​i​o​n​​/​a​n​​n​e​x​​-​a​-​f​​a​i​​r​n​e​s​s​-​i​n​-​t​h​e​-​a​i​-​l​i​f​e​c​y​c​l​e​/.
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model encourages both ethical reflectivity and has built in 
decision points.28

Finally, it should also be considered that punishment is 
not always appealing as an approach to governance. For 
example, punishment which is too severe can encourage 
actors to attempt to hide or cover up errors (see e.g. [1]). 
Furthermore, it’s possible that misattribution of responsi-
bility can occur to lower-level designers when AI systems 
go wrong, where these individuals become scapegoats for 
AI harms (“moral crumple-zones”, see [12]). It is possible 
that the 3D model, besides providing clear decision points 
so we might appropriately attribute blame, could also pro-
vide protection from inappropriate ascriptions of blame. For 
example, if a team has properly and thoroughly completed 
the 3D assessment, yet a (truly) unforeseeable harm occurs, 
the evidence of the 3D process can protect them from orga-
nizational consequences such as losing their job. Further to 
this, if practitioners have properly completed a 3D report 
they could avoid blame for any issues that arise if recom-
mendations are ignored at later stages of development or 
deployment. This could be implemented at an organiza-
tional or regulatory level. These kinds of policies could help 
to incentivise use, and particularly serious use, of the 3D 
model.

3  The context

We are conscious that, if our 3D model of ethical AI practice 
is to be successful, enabling ethical AI development, it will 
require embedding in an appropriate (social) context. Indeed, 
we envision three levels at which norms need to be adhered 
to, and actions taken to put principles into practice, if ethi-
cal AI is to be a reality: appropriate regulation and corporate 
governance will be needed, alongside a culture of ethical 
practice on the part of professional AI system developers. 
In this section, we clarify our view of how the 3D model 
fits into the ethical/responsible AI ecosystem by respond-
ing to objections. As Munn [33] has provided a particularly 
forceful recent articulation of concerns about the effective-
ness of AI ethics initiatives, we will frame our discussion in 
the terms of his objections. We nevertheless expect that the 
points addressed will resonate more generally, and that the 
additional nuance provided will demonstrate how we antici-
pate the 3D Model of Ethical AI Practice making a positive 
difference.

28  Better still would be to ensure that decisions are reviewed by a 
diverse body at a distance to the project itself.

xxii.	 Clear decision points

The structure of this model also allows for clear decisions to 
be made and recorded. This combats the issue common to 
AI ethics cases that there is difficulty in assigning responsi-
bility for harms from AI. Whilst this model cannot account 
for potential unforeseeable consequences (the typical focus 
of the responsibility gap, see [24]), a record of responses to 
the questions in the model, and the addition of final deci-
sions at each stage (e.g. ‘Whether we should make this?’) 
allows for corresponding culpability of analysis and deci-
sion making. Those involved in the 3D model will not be 
able to deny having thought about possible consequences 
or inadvertent uses of their technologies. Note that this can-
not protect against unforeseen harms entirely, however this 
will narrow the culpability gap. As noted by Santoni de Sio 
and Mecacci [40] ‘Culpability gaps are concerning insofar 
as the more persons designing, regulating, and operating the 
system can legitimately (and possibly systematically) avoid 
blame for their wrong behaviour, the less these agents will 
be incentivised to prevent these wrong behaviours.’ ([40], 
p. 1063). This is similar to the ‘problem of many hands’ 
to which computing is vulnerable, as highlighted by Nis-
senbaum [34].

If the process of the 3D model is properly recorded, it 
can also demonstrate where in the process of development 
something has gone wrong. In the table above for example, 
if the final recommendation of the ‘design’ phase is that “We 
should only build this system if we can ensure robust secu-
rity—if we cannot, we should cease development.” then 
there is a record if the system continues to deployment with-
out robust security and privacy measures in place that this 
concern was known to the teams involved following this 
report. The increase in likelihood of blame then should help 
to incentivise ethical practices in organisations developing 
AI technologies.27

In addition, the recommendations made at each phase 
of the development process can act as justification for any 
termination in the development of the system if it cannot 
be completed in accordance with these recommendations. 
This can target ‘sunk cost’ thinking; people are unwilling to 
abandon projects even when doomed [19]. Suggested strat-
egies to mitigate this include building in frequent decision 
points, and encouraging reflectivity in practice [37]. The 3D 

27  This will of course need to be coupled with actual mechanisms 
for accountability, such as review and punishment. Praise and reward 
mechanisms should also be considered to encourage ethical practices 
(rather than simply punishing unethical practices). See below for fur-
ther discussion.
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like) implementations of key value decisions in code, so that 
developers can make use of the solutions they provide to 
avoid ethical harms and produce ethical benefits. The other 
is more social—and external to the companies that employ 
AI developers: we need regulation, and we need it enforced.

The first of these ideas, in a way, answers the objec-
tion that ethical principles are variously interpretable, and 
therefore meaningless. For technical packages such as code 
libraries are not so variously interpretable: they implement 
value decisions in specific ways; or so one might think. 
Munn’s second positive proposal, equally, answers to the 
concern that the principles of AI ethics are toothless: for 
what better than external regulation—and e.g. state bodies 
with powers of enforcement—to give teeth to any ethical 
principles that might be held to be societally important? 
Thus, in a way, Munn’s rejection of AI ethics ultimately 
embodies a kind of scepticism about the possibility of 
addressing his remaining concern, the worry that the prin-
ciples of AI ethics are isolated. Munn appears to think that 
the culture of the AI industry cannot be markedly improved, 
in such a way as to render AI ethics useful. It is here that 
we are more optimistic, as we will explain below. But the 
key point for present purposes is that the first, overarching 
objection that we would like to address—namely, that AI 
ethics is useless—simply rests on a non sequitur. Munn’s 
argument has, as its structure, the premise that (the articula-
tion of principles of) AI ethics on its own is insufficient for 
the ethical development and deployment of AI systems, and 
the conclusion that it is therefore unnecessary, or useless. 
Similarly, it might be thought that merely having our 3D 
model available will not, on its own, adequately address the 
various ethical crises recently witnessed in the industry. But 
it cannot be concluded that the model is therefore of no help. 
This conclusion, like Munn’s, simply does not follow.

Ultimately, context matters when it comes to implement-
ing AI ethics in practice: this includes aspects of corporate 
governance (structures, policies, and procedures), and legal 
setting (including regulation and enforcement), as well as 
the culture amongst practitioners in the sector. In what fol-
lows we aim to show how the 3D model can be integrated 
with appropriate corporate governance, developer educa-
tion, and state regulation to facilitate ethical AI practice.

3.2  Objection 2: meaningless principles (no 
operationalization)

The 3D model of ethical AI practice is just that: a model. As 
such, it can fail to be implemented, and in this way fail to 
yield any real benefits. But some might harbour a more spe-
cific worry about it: it does not adequately operationalize 
the principles of AI ethics. That is, the 3D model does not 
serve to translate the abstract concepts employed in ethical 

3.1  Objection 1: AI ethics is useless (and so is the 3D 
model)

As we have already seen, Munn [33] has launched a thor-
oughgoing assault on the very idea of AI ethics: it has 
proved to be utterly useless, on his assessment. Looking 
more closely at Munn’s rejection of AI ethics, we see that 
he understands ‘ethics… in the narrow but well-established 
sense [of] “a set of moral principles”’ ([33], p. 869) such as 
those mentioned above (e.g. wellbeing, justice, and respect 
for persons), and argues there is ‘a gap between principles 
and practice’ ([33], p. 870). He complains in particular of 
principles that are: meaningless; isolated; and toothless.

The first concern is that, because the ethical principles 
that get articulated are variously interpretable, and accord-
ingly lack a fixed meaning, those who would be bound by 
them are able to avoid any substantive demand to improve 
their AI practices, by engaging instead in what Floridi 
has called ‘ethics shopping’—namely, ‘the malpractice 
of choosing, adapting, or revising… ethical principles… 
from a variety of available offers, in order to retrofit some 
pre-existing behaviours’ ([15], p. 186). The second worry 
is that merely articulating principles of AI ethics without 
embedding them within a culture of respect is guaranteed 
to be of no avail. ‘Unethical AI,’ says Munn (with charac-
teristic bluntness), ‘is the logical byproduct of an unethical 
industry.’ ([33], p. 871) (The departures of AI ethicists from 
large tech firms noted above might be thought to provide 
evidence in support of this claim). And the third point is 
that ‘AI ethical principles have failed due to the lack of con-
sequences’ ([33], p. 871) when they are violated. Here the 
thought appears to be that adherence to the principles of AI 
ethics requires enforcement,29 and that ultimately, this needs 
to come from the state—from outside of organizations, not 
from within (as AI ethics initiatives are often touted).

We will address these concerns separately in what fol-
lows, explaining how they might be thought to apply to 
our 3D model in particular, before responding. But first 
we would like to respond to the overarching concern that 
AI ethics is useless. To this end, it is important to note that 
Munn is not some sort of value relativist, or nihilist: his com-
plaint is not that there is no such thing as doing (absolutely) 
better in value-relevant dimensions when it comes to the 
development and deployment of AI systems. Rather, Munn 
thinks that improvements will not come from (the pretense 
of) grappling with ethical principles; and he suggests two 
specific alternatives which he thinks will work better. One 
is more technical: what is needed, he thinks, is (something 

29  It is worth mentioning that incentives are also needed. Munn does 
not address this possibility, but this is an area where organisations are 
well-placed to contribute. However, we may instead need a new busi-
ness model, which expressly follows regulation.
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In short, our model is not aimed at the operationalization 
of AI ethics in the strict sense of providing tools32 for the 
translation of abstract concepts into more concrete terms.33 
We are more concerned with implementing AI ethics: ensur-
ing that there is conformity with ethical principles, rather 
than guidance by them.34 In fact, it may be an advantage 
of our approach that AI developers will not need extensive 
training in theoretical ethics—they need not understand 
the differences between deontological and consequential-
ist approaches, for instance—in order to ask the questions 
posed by the 3D model at the appropriate stages in the 
development cycle. Nevertheless, in earnestly attempting 
to answer these questions, they are likely to uncover, and 
begin to address, the key ethical issues the development of 
the envisioned AI system raises.

Thus, we acknowledge that, without appropriate support 
in the form of structures, policies, and procedures that are 
ultimately a matter of corporate governance, developers are 
likely to struggle to implement ethical AI solutions. And 
we also concede that technical tools will often be needed, 
once key ethical decisions are made. In short, the 3D model 
of ethical AI practice can only succeed when embedded in 
an appropriate context. Nevertheless, fostering a culture 
amongst developers of seeking to implement the 3D model, 
by asking the questions it raises at the appropriate develop-
ment stages, will help to ensure that the principles of AI 
ethics are adhered to. We elaborate on this in what follows 
next.

3.3  Objection 3: isolated principles (no 
implementation)

Another obstacle to the implementation of the 3D model 
of ethical AI practice that might be suggested by Munn’s 
discussion is an unethical culture in the industry. And this 
worry is perhaps particularly pressing given our response 
above to the objection that the 3D model does not operation-
alize AI ethics: for we have conceded this, while emphasiz-
ing that success will come from implementing ethical AI 
practice; accordingly, if the 3D model does not help with 
this, it might fairly be said to be of no use at all.

Above we suggested that measures need to be taken at 
the corporate governance level to facilitate ethical AI prac-
tice: and that point is pertinent here too. But in the present 

32  Many such tools and toolkits exist. In addition to those mentioned 
in Morley et al.’s [31] taxonomy, see also Canca’s [6] ‘box’ and Val-
lor’s [48] toolkit, available at the following link: ​h​t​t​p​​s​:​/​​/​w​w​w​​.​s​​c​u​.​​e​d​u​/​​
e​t​h​​i​c​s​​-​i​n​​-​t​e​​c​h​n​o​​l​o​​g​y​-​​p​r​a​c​​t​i​c​​e​/​e​​t​h​i​c​a​l​-​t​o​o​l​k​i​t​/.
33  See e.g. Chang [7].
34  This distinction between conforming to and following a rule stems 
from the scholarly discussion of Wittgenstein [52]. See e.g. Reiland 
[38, 39], Ball [2], Ball, Helliwell and Rossi [5], and Pelland, Träctler 
and Lowe [36].

principles into more meaningful operational terms—either 
those of computer code that developers might use, or those 
of corporate procedures to be followed. Accordingly, in this 
somewhat more specific way, it might be thought that the 
3D model is useless in operationalizing AI ethics.

Indeed, we opened our paper by citing Morley et al. [30] 
with approbation, endorsing their call to move AI ethics 
from the ‘what’ of principles to the ‘how’ of practices. But 
a closer look at that paper reveals that, as Morley and col-
leagues put it a few years later, it ‘sought to start closing this 
gap between the ‘what’ and the ‘how’ of AI ethics through 
the creation of a searchable typology of tools and methods 
designed to translate between the five most common AI eth-
ics principles and implementable design practices.’ ([32], p. 
411) The idea appears to have been that, if an AI developer 
is asked, for example, to make a ‘fair’ (i.e. unbiased) classi-
fication tool (that respects the principle of justice), they will 
need some way of understanding concretely what they are 
being asked to do, so that they can comply with the request: 
and they can use the taxonomy to search for tools and meth-
ods—whether code packages, or algorithmic design strate-
gies—that will enable them to do so.30

We concede that the 3D model does not provide transla-
tions, in this sense, from the principles of AI ethics to spe-
cific coding practices.31 Of course, AI development is not 
just a technical process. But neither, it might be objected, 
does our model indicate how to translate from the principles 
of AI ethics to appropriate practices at e.g. the corporate 
level to ensure ethical AI development either. That is, there 
are good questions that arise at the level of corporate gov-
ernance about how to ensure that AI development results in 
systems that adhere to principles of AI ethics—for instance: 
what procedures should be followed; what policies should 
be implemented; and what structures should be in place. 
Should an ethicist be embedded in every R&D team? Or 
should the technical development team be required to check 
in with an independent ethics committee periodically, or at 
certain development steps or stages? These are not ques-
tions that our 3D model aims to answer either.

30  The typology is available in Morley et al. [30].
31  As we have seen, Munn [33] appears to want something like the 
technical solutions provided in the taxonomy presented by Morley et 
al. [30] in order to make real progress in addressing the harms caused 
by AI systems. It is unclear to us how, though, in the absence of the 
principles of AI ethics, such tools could be appropriately used: for the 
value-decisions themselves that are ultimately to be encoded through 
technical means need to be made at the non-technical level,and so it 
seems the principles are needed to guide the process. (How else could 
developers find the appropriate tools, if not by looking for some code 
that implements some particular interpretation of a principle?).
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also indicated that the answers to some of these questions 
should typically reference the answers to others—so that, 
for example, when explaining why certain technical solu-
tions were implemented at the development stage, develop-
ers should point to the answers to the question of what the 
objective of the AI system in question is. Part of the aim 
of this is to ensure that ethics is not regarded as a tick-box 
exercise, considered once and then set aside. We did not say 
in the model itself that development teams must write down 
their answers to the questions raised at each stage, though 
obviously this would help them in recalling their previous 
decisions, and in making such cross-references. We do indi-
cate however that recording answers can be helpful, par-
ticularly to ensure adequate oversight (and corresponding 
reward, exculpation, or punishment).

What we would like to stress in the present context is that 
it is consistent with what we have said that governments 
should require companies in the tech sector to be prepared 
to undergo a form of ethical audit for their product develop-
ment. There are efforts to implement effective AI regulation 
in progress, such as the EU’s risk-based approach in the AI 
Act, which requires organisations to undergo a conformity 
assessment with high-risk technologies (European Com-
mission [13]). However, this is markedly different from the 
requirement to undergo an ethical audit of all AI develop-
ment, particularly as low risk AI systems are not subject to 
the same requirements in the act (European Commission 
[14]).36 If there were such a legal requirement, this might 
well incentivize the adoption of appropriate corporate gov-
ernance policies—for example, policies requiring notetak-
ing when answering the very questions proposed in the 3D 
model. Thus, while the 3D model is not a panacea, it can be 
embedded within a broader social context, in such a way as 
to implement ethical AI practice.

Thus, Munn’s three specific objections have helped us to 
identify three things that need to change: practitioner cul-
ture; corporate governance; and legal regulation. Our 3D 
model provides a key piece that can help to address the cul-
ture problem in particular: for it can be incorporated into the 
education of AI developers, during their university careers, 
or in corporate training sessions for career and professional 
development. It can also be integrated with appropriate 
corporate governance and regulatory initiatives, be they 
negative (in terms of punishment), or positive (in terms of 
reward).

Accordingly, our response to the broad objection that 
AI ethics (in general) is useless—and that our 3D model in 
particular is as well—is that it needs to be embedded in an 
appropriate context. That means using it as a tool for educa-
tion and training to address worries about corporate culture, 

36  Furthermore, we are yet to see this, or other approaches tested, so it 
is unclear whether they will indeed have ‘teeth’.

context we would like to emphasize a different response: 
while appropriate corporate governance can synchronic-
ally facilitate ethical AI practice, appropriate education 
and training for AI developers can also help; and it is per-
haps here above all that we envision the 3D model as being 
useful.

Indeed, in articulating his objection that the principles of 
AI ethics are isolated, Munn writes: ‘If the tech industry 
lacks ethics, so does the education of the software engineers 
and technologists who will soon join it. Undergraduate data 
science degrees emphasize computer science and statistics 
but fall short in ethics training.’ ([33], p. 871)

We agree with Munn’s (implicit) assessment that the edu-
cation of AI developers must incorporate ethics and/or value-
sensitivity. Indeed, we welcome both Ball and Koliousis’s 
[4] call to train ‘philosopher engineers’ (at post-secondary 
level) who are versed in ethical AI design, Dabbagh et al.’s 
[10] demand for AI ethics education in (primary and sec-
ondary) schools, and TechUK’s [44] call for investment in 
educational pathways that include both technical and ethi-
cal components. This will go some way towards addressing 
the concern that the culture in the industry is problematic.35 
Indeed, we regard the 3D model as itself a contribution to 
this goal: for in our view, it may constitute a mnemonically 
simple, and therefore psychologically effective, part of an 
ethics training for AI developers. If students can be encour-
aged to remember to embed ethics into the AI design cycle 
in the simple manner proposed in the 3D model, this will 
provide an important impetus to culture change within the 
industry.

3.4  Objection 4: toothless principles (no 
consequences)

A final concern that might be raised about the 3D model 
again parallel’s Munn’s objection to AI ethics in general, 
namely that without any consequences for failure to con-
form (to the principles, by implementing the model effec-
tively), tech companies and their AI development teams 
will not be incentivized to improve their practices in ethical 
respects. As we have seen, Munn suggests that what is ulti-
mately needed is regulation, with legal penalties for ethical 
failures.

It is worth saying that, all things considered, we agree. 
But the 3D model can readily be integrated with legal initia-
tives. For example, in describing the 3D model, we have said 
that AI development teams should pause to ask key ques-
tions at each step in the iterative design cycle; and we have 

35  Some post-secondary institutions are making some headway on 
this: for instance, Northeastern University’s Khoury College of Com-
puter Science expects its graduates to take an oath: see ​h​t​t​p​s​:​​​/​​/​w​w​​w​.​k​​h​
o​u​​r​​y​.​​n​o​r​​t​h​e​​a​s​t​​e​​r​n​​.​e​​d​​u​/​​a​b​​o​​u​t​/​​m​i​s​s​​​i​o​​n​​-​a​n​d​-​v​i​s​i​o​n​/.
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integrating it within appropriate systems of corporate gover-
nance to facilitate its implementation, and supplementing it 
with legal regulation and enforcement. If such measures are 
undertaken, we see no impediment to the implementation of 
the 3D model, and thereby of ethical AI practice.

4  Conclusion

We have articulated a simple model of ethical AI practice 
that ensures that ethics is embedded and implemented itera-
tively at every stage of the design cycle. We first framed 
the contemporary problem of AI ethics, namely that there 
are ethical violations in AI practice, which a focus on high-
level ethical principles have failed to tackle. In this climate, 
there has been a growing call for the operationalization 
and/or effective implementation of AI ethics at the practi-
cal level. We have responded to this call for an articulation 
of the ‘how’ of AI ethics with our 3D model—named for 
the three stages of the AI cycle: design, development, and 
deployment—comprising critical, but readily understand-
able questions to be answered iteratively at each phase. And 
we have articulated a number of potential benefits of this 
model: that it is pro-ethical, implementable, embeds ethics 
at every stage, enables a culture and language of ethics, and 
provides clear decision points. Future work should validate 
this approach, and the particulars (e.g. of follow-up ques-
tions) should be refined in light of such empirical work. 
Finally, we have suggested that our model, if embedded 
within appropriate supporting structures, can help address 
the four objections to AI ethics as put forward by Munn 
[33], that AI ethics is in general useless, that it has no opera-
tionalization, and that its principles are both meaningless 
and toothless. In this way, we envision addressing the need 
for implementable models of ethical AI practice.
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