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In the past decade, China has emerged as a technological and cyber power with
immense potential to reshape cyber governance regionally and globally." Hosting
the world’s largest internet user community” and comprising the second largest
digital economy,® China has increasingly sought leadership in reshaping the
global cyber-governance regime.* In this light, scholars have debated the extent
of China’s newfound emergence as a norm entrepreneur in global cyber gover-
nance and the nature of its attempts to diffuse its norms and approaches to cyber
governance in the international arena.

The western-centric character of early scholarly discussions of cyber politics and
governance from the mid-1990s and early 2000s is widely acknowledged. Discus-
sion focused heavily on institutional innovation, the controversy surrounding
the formation of the Internet Corporation for Assigned Names and Numbers
(ICANN), and the hegemonic position of the United States in cyber governance,?
while considering China’s marginalized role within the wider global South. Only
in the 2010s did an increasing body of research on China’s visions, behaviours,
policies and influence in cyberspace begin to emerge. Tracing the genealogy of
the debates over China’s approach to and role in cyber governance yields two
distinct yet interrelated scholarly camps. For the first, China’s authoritarian use of
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cyber governance, with its socio-political implications, formed an important line
of interrogation.6 This camp primarily analyses China’s practices in cyber gover-
nance as a particular means to strengthen its authoritarian regime and advance its

political ambitions, centring on internet politics at the domestic level (e.g. internet

censorship and state control over online expression and political opposition).”

The second group widened its focus beyond authoritarian internet control
to unpack China’s distinct normative positions;8 legal, regulatory, institutional
foundations; and policy mechanisms in governing cyberspace.® Unlike the ‘digital
authoritarianism’ arguments, their analyses call for a more nuanced understanding
of China’s cyber-governance landscape, considering the pluralistic nature of
China’s vision and approach and the wide array of institutional actors shaping its
discourses and policies on cyber governance.™ Despite lacking consensus on how
best to conceptualize China’s cyber-governance model, this group widely agrees
that China is actively developing a unique vision and approach to governing
cyberspace that differs from western approaches and ‘is embedded within the
country’s distinctive political, economic and technological context’." Within this
second camp, a growing number regard China as a nascent norm entrepreneur (i.e.
an ‘agent having strong notions about appropriate or desirable behaviour in their
community’*?), proactively seeking to externalize its own models of and approach
to cyber governance beyond its borders. Specifically, extensive arguments have
underscored China’s promotion of global cyber or internet sovereignty norms"
with the hope of contesting and reshaping the existing multi-stakeholder aspect
of global cyber-norm design promoted by western actors such as the US and the
European Union." Others have labelled China’s global regulatory outreach the
‘Beijing effect’ in examining China’s mechanisms of exporting its cyber-gover-
nance models to developing countries.’s This growing volume of research consid-
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ering China as a nascent cyber-governance norm entrepreneur resonates well with
the wider debate in International Relations (IR) scholarship concerning its poten-
tial shift from being a ‘status quo power’ to a ‘revisionist power’ aiming to reshape
the existing global order either through incremental adjustments or by completely
overthrowing it via new measures or initiatives.'®

Despite surging research interest in China’s norm entrepreneurship in cyber-
space, three limitations and gaps are evident in the existing research. First, studies
of China’s cyber norms have primarily examined its promotion of a single cyber-
governance norm, focusing almost exclusively on Beijing’s conception and discur-
sive construction of the norm of cyber sovereignty.”” Although recent studies
have explored China’s adoption of additional cyber norms, such as the protec-
tion of the public core of the internet, these norms are essentially regarded as
extending or rhetorically modifying the core norm of cyber sovereignty.18 An
exclusive focus on cyber sovereignty neglects the evolving nature of China’s
normative position on cyber governance and underestimates other core values
embedded in its official discourses.

Second, while some scholars have rightly stated that China’s cyber norms remain
vague,' in-depth investigation of the elastic nature and multilayered structure
characterizing China’s cyber norms is lacking. Building on the norm diffusion
literature’s latest theoretical advancements, this article departs from this position
by conceptualizing norms not as single entities, but as norm clusters—a looser
collection of interlocking components comprising a specific set of problems,
values and appropriate behaviours. Analysing China’s cyber norms in such a way
enables a more sophisticated examination of the heterogeneous components that
constitute China’s normative position on cyber governance.

Third, detailed examinations of China’s diverse mechanisms employed to
promote its cyber-governance norms remain relatively limited, while studies
examining China’s norm promotion mechanisms have not paid sufficient attention
to Chinese firms’ increasing role in shaping China’s strategies to promote norms
and standards externally and to the delicate relationship between its public and
private stakeholders throughout the diffusion processes. Such gaps highlight the
necessity of refining theoretically informed empirical analyses to further examine
China’s norm-diffusion process in the sphere of cyber governance. To mitigate
these gaps, this article explores two questions: 1) What core norms has China
sought to externalize in the domain of cyber governance, and how can we under-
stand the elastic and multifaceted nature of China’s cyber norms?; and 2) what
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mechanisms has China used to promote its norms and relevant policies in cyber
governance beyond its territory?

To address the three problems identified in existing research, this study seeks
to offer empirical, conceptual and policy contributions. First, through a system-
atic review of a wide range of primary materials, including official statements
and policy papers as well as interview data collected during fieldwork in China
in July 2023, this study transcends the narrow focus on the norm of cyber sover-
eignty by providing a more comprehensive mapping of China’s cyber-norm
cluster, encompassing a complex combination of different problems, core values
and appropriate behaviours. Thus, this study highlights the need to broaden the
scope of empirical research on China’s cyber-governance norm entrepreneurship
and to consider newly emerging ideas and concepts promoted by Beijing in this
policy domain. Furthermore, this article advances our understanding of China’s
mechanisms for externally diffusing its cyber-governance norms. Departing from
the existing research on China’s use of a single norm-promotion mechanism,*
our findings suggest that Beijing has relied on a combination of diffusion mecha-
nisms in the form of socialization and positive incentives to externalize its cyber-
governance norms regionally and globally.

Second, this study advances the conceptual debate on China’s emerging cyber-
governance norm entrepreneurship. Whereas previous studies essentially saw
China’s norms as single norms, this research develops a more sophisticated concep-
tual framework that helps disaggregate the tripartite structure of China’s cyber
norms and detect different norm-promotion strategies, adding nuances to the
conceptual and theoretical discussion of China’s emerging role as a norm shaper
in global politics in general, and in cyber governance in particular. By operation-
alizing norm diffusion theory in the case-study of China’s cyber governance,
this article aligns well with the special section’s objective to develop innovative
thinking tools for digital world politics.*" Third, the article sheds light on the
burgeoning policy debates on how best to interpret the nature of China’s distinc-
tive vision and behaviour concerning cyber governance and the extent to which
China can be regarded as a ‘revisionist power’ or a threat to the existing normative
global cyber-governance structure dominated by liberal democratic principles and
multi-stakeholder models. Our observations add nuance to the view—shared by
many western policy analysts—that China’s vision of cyber governance is largely
driven by digital authoritarianism, with a growing capability to overturn the
existing normative and institutional global cyber-governance frameworks. Our
findings suggest that while China’s normative cyber-governance underpinnings
differ significantly from western-led liberal democratic values, China’s ambition
and capability to fundamentally alter global cyber governance remain modest.
Notably, China’s strong preference to promote its cyber norms through existing
regional and international forums, and its intention to consolidate the United

*° Flonk, ‘Emerging illiberal norms’.

! See the introduction to this special section: Linda Monsees and Tobias Liebetrau, ‘Cybersecurity and Inter-
national Relations: developing thinking tools for digital world politics’, International Affairs 100: 6, 2024,
Pp- 2303—14, https://doi.org/10.1093/ia/iiae232.
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Norm diffusion in cyber governance

Nations’ role in setting global cyber-governance rules and agendas, indicate that
China has not yet achieved the status of a revisionist power in this policy domain.

Methodology

For this article, we adopted a case-study approach to examine the substance of
China’s norm cluster and norm-diffusion strategy in the sphere of cyber gover-
nance. While a case-study approach can be limited in scope, it enables a holistic
evaluation of a specific process and its context, thereby serving as a critical tool for
conceptual validity and exploring complex mechanisms at the core of the research.*
The empirical analysis of China’s cyber-norm cluster and norm-diffusion mecha-
nisms was informed by a qualitative analysis of a wide range of primary and second-
ary data published between 2010 and 2023. This time-frame reflected the evolution
of China’s cyber norms and norm-promotion mechanisms since the introduction
of its first landmark white paper on cyber governance. The qualitative analysis in
this research involved a process designed to condense data into key themes and
categories based on valid interpretations and inferences.”® Our codes and categories
concerning China’s norm cluster and norm-diffusion mechanisms were developed
both inductively and deductively, deriving from norm-diffusion theories, previous
related studies on China’s cyber-governance norm entrepreneurship and the data
we collected through a comprehensive and systematic review of official documents
published by Chinese authorities such as the State Council Information Office, the
Ministry of Foreign Affairs and China’s Permanent Mission to the United Nations,
and China’s statements and policy documents released at various regional and inter-
national organizations and institutions, such as the United Nations Open-ended
Working Group, the Shanghai Cooperation Organization (SCO) and the BRICS
grouping (which comprises Brazil, Russia, India, China and South Africa). In addi-
tion, the analysis draws on various secondary sources, including media reports,
academic journal articles and policy analyses in both Chinese and English, which
serve as complementary tools to triangulate evidence and increase the reliability
of the empirical findings. Data triangulation is also facilitated by data from inter-
views with Chinese officials and scholarly experts working closely in the field of
cyber governance, collected during fieldwork in China in July 2023.

The remainder of the article proceeds as follows. The first section delineates
the theoretical framework, drawing from the literature on norm diffusion in IR
scholarship. A norm cluster containing specific problems, values and behaviours
that China has sought to promote in cyber governance is examined in the second
section, taking into consideration the complex and evolving nature of China’s
cyber norms. The third section discusses the mechanisms China employs to diffuse
its norms and approaches, while the final section provides a summary of the key
arguments and research conclusions.

** Alexander L. George and Andrew Bennett, Case studies and theory development in the social sciences (Cambridge, MA::
MIT Press, 2005).

* Matthew B. Miles and A. Michael Huberman, Qualitative data analysis: an expanded sourcebook (Thousand
Oaks, CA: Sage, 1994).
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Norm-diffusion literature as a nuanced framework for unpacking Chi-
na’s norm promotion in cyber governance

To develop a more nuanced understanding of China’s cyber norms, we must first
delve into the structure and nature of these norms. The literature on norm diffu-
sion defines norms as ‘shared understandings that make behavioural claims™* or
as ‘standards of appropriate behaviour’.?* These multiple functions suggest that
norms have both constitutive and constraining aspects.26 Recent critical norm
research and norm-diffusion theory argue that the interaction between the consti-
tutive and constraining aspects generates a norm’s tripartite conceptual structure,
comprising problem, value and behaviour.?” Thus, a norm first presupposes the
existence of a problem—the issue to be addressed. Second, it contains a value that
differentiates good from bad. Lastly, it involves behaviour—that is, an appropriate
action to be taken to solve a given problem that is publicly justified by the actor.*®
In rejecting the linear, static conceptualization of norms and norm diffusion, this
study adopts Winston’s view that international norms can be better conceptual-
ized as norm clusters—that is, a looser collection of interlocking components
comprising a specific set of problems, values and behaviours, as demonstrated in
figure 1.*° Perceiving norms in this way enables a more comprehensive under-
standing of the evolving, multifaceted nature of China’s cyber-governance norms.

Figure 1: The tripartite structure of norm clusters

Values

Problems Behaviours

Source: Authors’ elaboration based on Winston, ‘Norm structure, diffusion, and evolution’.

4 Jeffrey T. Checkel, ‘Norms, institutions, and national identity in contemporary Europe’, International Studies
Quarterly 43: 1, 1999, pp. 83—114 at p. 88, https://doi.org/10.1111/0020-8833.00112.

?5 Finnemore and Sikkink, ‘International norm dynamics’, p. 891.

26 Antje Wiener, ‘Enacting meaning-in-use: qualitative research on norms and International Relations’, Review
of International Studies 35: 1, 2009, pp. 175—93, https://doi.org/10.1017/80260210509008377.

*7 Carla Winston, ‘Norm structure, diffusion, and evolution: a conceptual approach’, European _Journal of Interna-
tional Relations 24: 3, 2018, pp. 38—661, https://doi.org/10.1177/1354066117720794.

28 Winston, ‘Norm structure, diffusion, and evolution’.

2% Winston, ‘Norm structure, diffusion, and evolution’.
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Norm diffusion in cyber governance

Furthermore, norm-diffusion theory offers a more nuanced insight into how
China’s cyber-governance norms and regulations traverse borders. Diffusion
theory helps address the current lack of consensus on how to theorize China’s
norm-diffusion mechanisms in its approaches to cyber governance by identifying
different categories of diffusion mechanisms devised by the norm sender.?® The
first category of diffusion mechanisms relates to diffusion through the manipu-
lation of utility calculations by providing positive or negative incentives to the
potential norm recipient.’* For example, an agent of diffusion can induce other
actors to adopt their ideas by attempting to change the latter’s utility functions.
Specifically, such an agent may provide rewards, such as financial and technical
assistance, or may impose costs through sanctions.?*

The second mechanism of diffusion is socialization, whereby actors develop
shared cognitive beliefs and common norms through their interactions. This
process, in turn, shapes actors’ perceptions of the legitimacy of certain norms
or policies and may result in redefining actors’ normative considerations due to
the internalization of norms.?3 Rather than regarding socialization as a two-way
process,* this study adopts Risse’sinterpretation of socialization asa mainly sender-
driven mechanism.3 In this interpretation, socialization is closer to the concept of
persuasion, referring to situations in which the sender tries to enforce adoption
‘about the validity claims inherent in any causal or normative statement’.3® In our
empirical study, the direct mechanism of socialization is primarily concerned with
the norm sender’s role, especially the actor’s creation or use of different institu-
tional configurations as platforms to exchange ideas, perspectives and practices.*’
Institutional environments characterized by the exchange of opinions and
practices can potentially lead to changes in normative considerations and expec-
tations regarding the appropriateness of actions.?® Via this conceptualization of
diffusion mechanisms, diffusion theory provides a sophisticated framework for
analysing China’s attempts to promote its diffusion objects in cyber governance
beyond its borders.

3° While transnational diffusion literature also provides explanations regarding diffusion mechanisms driven by

the norm recipient (e.g. competition, emulation, lesson-drawing), the discussion of these indirect mechanisms
falls outside the scope of this research and is therefore excluded from the analytical framework.
3 Thomas Risse, ‘The diffusion of regionalism’, in Tanja A. Bérzel and Thomas Risse, eds, The Oxford handbook
of comparative regionalism (Oxford: Oxford University Press, 2016), pp. 87—108.
Tanja A. Borzel and Thomas Risse, ‘From Europeanisation to diffusion: introduction’, West European Politics
35: 1, 2012, pp. 1-19, https://doi.org/10.1080/01402382.2012.631310.
Risse, ‘The diffusion of regionalism’.
Xiaoyu Pu, ‘Socialisation as a two-way process: emerging powers and the diffusion of international norms’,
Chinese Journal of International Politics 5: 4, 2012, pp. 341—67, https://doi.org/10.1093/cjip/posory.
Risse, “The diffusion of regionalism’.
Thomas Risse, ““Let’s argue!”: communicative action in world politics’, International Organization s4: 1, 2000,
Pp- 1-39 at p. 7, https://doi.org/10.1162/002081800551109.
Beth A. Simmons and Zachary Elkins, ‘“The globalization of liberalization: policy diffusion in the interna-
tional political economy’, American Political Science Review 98: 1, 2004, pp. 171—89, https://doi.org/10.1017/
S0003055404001078.
Risse, “The diffusion of regionalism’.
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Understanding the substance of China’s cyber-norm cluster

This section examines the substance of China’s cyber norms by considering a norm
cluster’s tripartite nature. Despite contrary suggestions in the literature, China’s
cyber-governance norms are hardly static or fixed. Indeed, the cyber governance-
related core values and behaviours that China has sought to promote have evolved
over time, demonstrating the increasingly multidimensional nature of China’s
normative underpinnings in cyber governance.

Problems identified by China in global cyber governance

Close scrutiny of China’s official discourses reveals a tendency to emphasize at least
two major problems concerning global cyber governance. First, China has identi-
fied and acknowledged a growing range of security concerns derived from the rapid
development of information and communication technologies (ICTs) and the
increasing interconnectedness between physical space and cyberspace. For example,
in a submission to the UN Open-ended Working Group on developments in infor-
mation and telecommunications in the context of international security, China
spelled out numerous existing and potential threats, such as surging cyber attacks,
cybercrimes, cyberterrorism and fake news, as well as the leaking and abuse of
personal data, all of which pose a significant threat to states’ security and stability.*
As one interviewee pointed out, while national security and social stability have
long been the focal point of Beijing’s considerations for its domestic governance
of cyberspace, in recent years there has been a diversification of cybersecurity
subjects in China’s policy documents and political discourse.** This indicates that
from the government’s perspective, cyberspace security concerns have become
increasingly multidimensional, encompassing not only national security but also
issues such as economic security and individual privacy.*

Second, China has increasingly highlighted that ‘problems with the internet
such as unbalanced development, unsound regulation, and unreasonable order
are becoming more prominent’, with ‘cyber-hegemonism’ posing a new threat to
world peace and development,** thereby demonstrating the government’s growing
discontent with the current framework and global cyber-governance rules.
Notably, in recent years China has increasingly expressed concern that ‘cyberspace
is becoming increasingly militarized, politicized, and ideology-centric, over-
interpreting the concept of security’ in light of growing geostrategic competition
in the technology domain.* China’s official discourse further underscores that

3% United Nations Office for Disarmament Affairs, ‘China’s submissions to the Open-ended Working Group on

developments in the field of information and telecommunications in the context of international security’, 7 Nov.
2022, https://unoda-web.s3.amazonaws.com/wp-content/uploads/2019/09/china-submissions-oewg-en.pdf.
Author’s interview with a researcher from a Chinese state-led think tank, 10 July 2023.

Author’s interview with a researcher from a Chinese state-led think tank, 10 July 2023.

State Council Information Office, Jointly build a community with a shared future in cyberspace’, 7 Nov. 2022,
http://www.scio.gov.cn/zfbps/zfbps_2279/202303/t20230320_705525.html.

Permanent Mission of the People’s Republic of China to the UN, ‘Remarks by Amb. Zhang Jun at Security
Council open debate on cyber security’, 29 June 2021, http://un.china-mission.gov.cn/eng/chinaandun/secu-
ritycouncil/thematicissues/other_thematicissues/202106/t20210629_9127432.htm.
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‘the current distribution and management system of critical internet resources is
imbalanced and unjust’, with certain countries ‘willfully [sic] suppress[ing] other
States’ ICT enterprises and impos[ing] unfair and unjust barriers on global ICT
supply chain and trade, jeopardizing global development and cooperation’.*

China’s core values in cyber governance

In response to these major problems, China has sought to promote a set of core
values concerning global cyber governance, while emphasizing two relatively
longstanding principles—cyber sovereignty and multilateralism—and a newly
emerging norm of balancing security and development. Based on these values, the
Chinese government has recommended adopting various appropriate behaviours
and practices in global cyber governance.

Concerning cyberspace governance, the first fundamental value that China has
long pursued, mentioned in many studies, centres on respect for sovereignty in
cyberspace. This notion first gained prominence in a 2010 white paper titled “The
internet in China’,*> wherein China advocated global cooperation in cyberspace
‘based on equality and mutual benefit’.4° The five principles of international cyber-
governance cooperation proposed by the Chinese delegation at the 2012 Budapest
Conference on Cyberspace also included cyber sovereignty as a key element,
highlighting that ‘cyber sovereignty is the natural extension of state sovereignty
into cyberspace and should be respected and upheld’.#’

The concept of cyber sovereignty remains highly contested despite its proactive
promotion by China as a core norm in the international arena. Some studies have
found China’s articulation of the norm of cyber sovereignty vague and even incon-
sistent across different policy documents.*® However, analysts have identified three
distinct facets within China’s interpretation of cyber sovereignty—namely, national
security and domestic and international governance.*® Thus, from the perspective
of national defence, cyber sovereignty is intrinsically linked to territorial sover-
eignty, representing a well-established norm derived from the principle of sover-
eignty under international law.** In terms of domestic governance, the possible
stimulating impacts of the internet and other ICTs on widespread civil dissent and

* Ministry of Foreign Affairs of the People’s Republic of China, ‘China’s positions on international rules-
making in cyberspace’, 20 Oct. 2021, https://www.mfa.gov.cn/eng/wijb/zzjg_663340/jks_665232/kjlc_665236/
qtwt_665250/202406/t20240606_11405183.html.

State Council Information Office, “The internet in China’, 8 June 2010, https://china.usc.edu/prc-state-coun-
cil-internet-china-june-8-201o0.

State Council Information Office, ‘“The internet in China’.

China Daily, ‘Chinese gov't to strengthen int’] cooperation on cyber issues’, 4 Oct. 2012, https://usa.china-
daily.com.cn/china/2012-10/04/content_15796970.htm

Creemers, ‘The Chinese conception of cybersecurity’; Alex Mueller and Christopher S. Yoo, ‘Crouching
tiger, hidden agenda?: The emergence of China in the global internet standard-setting arena’, Research
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disobedience, as well as increasing demands to tackle cyber risks and to enhance
smart and e-governance at the domestic level, have driven China’s advocacy of cyber
sovereignty.>' Consequently, when promoting the cyber-sovereignty norm, China
has emphasized the right of all sovereign states to decide their own paths of cyber
development, models for cyber regulation and public policies concerning the inter-
net without foreign interference.’” Lastly, building upon this second dimension,
China envisions an international cyberspace-governance system wherein individual
states have the authority to determine regulations governing internet infrastructure
and activities within their borders. China has substantiated this perspective of cyber
sovereignty by frequently citing universally recognized international legal prin-
ciples—specifically, the principles of non-intervention and self-determination.’

Based on China’s conceptualization, to safeguard the principle of cyber sover-
eignty, the government envisions numerous appropriate behaviours in global
cyber governance. For example, China’s official discourse emphasizes that
states should exercise jurisdiction over ICT infrastructure, resources, data and
ICT-related activities within their own territories** while having ‘the right to
make ICT-related public policies, laws and regulations to protect legitimate inter-
ests of their citizens, enterprises and social organizations’.’* China also opposes any
state’s use of cyberspace to interfere in other states’ internal affairs, highlighting
that each state has the right ‘to choose its online development path, its network
management model, its public Internet policies and equal participation in inter-
national cyberspace governance’.S6

The second core value of cyber governance proactively promoted by China is
adherence to multilateralism, revealing China’s desired model of global cyberspace
governance and often seen as a contrasting or alternative norm vis-d-vis multi-
stakeholderism.’” Compared to the private sector-led multi-stakeholder approach
promoted by many western states, China prioritizes a multilateral approach to
governing cyberspace, emphasizing greater government involvement and a
leading role for the UN in building an international consensus on rules.’® China
began signalling a multilateral approach as early as 2010, with the publication of
its above-mentioned white paper advocating multilateral cooperation to address
the increasingly serious problem of transnational network crimes. In particular,
the document stressed the Chinese government’s pivotal role in internet adminis-

Zeng et al., ‘China’s solution’; author’s interview with a researcher from a Chinese state-led think tank, 10 July
2023.

Ministry of Foreign Affairs of the People’s Republic of China via Xinhua, ‘Full text: International strat-
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Norm diffusion in cyber governance

tration.’® In 2015 Lu Wei, then head of the Cyberspace Administration of China,
explained the major difference between a multi-stakeholder and a multilateral
approach, describing the former as following a ‘people-centred’ logic that allows
all stakeholders in cyber governance to make rules on an equal footing, while in
the latter the state sets the rules based on the idea of cyber sovereignty.6°

For China, promoting the norm of multilateralism in cyber governance is
primarily driven by two different yet interrelated considerations. Specifically, in
contrast to China’s approach, the private sector-led multi-stakeholder approach
inevitably leads to cross-border, private, distributed internet architecture, posing
a threat to state sovereignt:y.(’I Therefore, multilateralism, as an alternative norm,
places states and public authorities at the centre of the governance framework.
Additionally, since China has long been dissatisfied with the existing normative
cyber governance framework primarily devised and shaped by the western camp,
it can rectify what it considers an ‘unjust and imbalanced’ system of global cyber
governance by pursuing multilateralism as an alternative mode of governance.®*
Based on multilateralism, China has explicitly highlighted appropriate behaviours
and actions, proposing that no state should seek hegemony in cyberspace gover-
nance® and asserting that the UN should play a prominent role in encouraging the
development of cyber-governance norms, with all countries participating in the
management and distribution of global internet resources on an equal footing.%
Specifically, China’s prioritization of a multilateral approach can be traced back
to its initial pullback from engagement with the US-led ICANN during the 2000s
and its support of a 2003 UN proposal that ICANN be ultimately replaced by
the UN or another state-led multilateral governance ‘body.65 In comments to the
UN Working Group on Internet Governance published in 2005, China explicitly
stressed that sovereign governments and governmental organizations should play
leading roles under the UN’s framework. In addition, China’s advocacy of multi-
lateralism also manifests in official support for the International Telecommunica-
tion Union (ITU) over the Internet Engineering Task Force (IETF) as the key
arena for setting internet standards, primarily because the former is a government-
led multilateral platform, while the latter primarily adopts a multi-stakeholder
approach that prioritizes the role of civil society and industry actors.®

The third core value pursued by China entails a growing emphasis on balancing
development and security in cyberspace governance—a newly developed norma-
tive position that has received relatively limited attention in the literature. China’s

59
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intention to highlight the nexus between cybersecurity and development can be
traced back to the 2010 white paper’s brief, yet explicit, mention that ‘internet
security is a prerequisite for the sound development and effective utilization of
the internet’.®” A growing number of key official statements and policy papers
concerning China’s cyber-governance approaches, including Xi Jinping’s often-
quoted 2015 speech at the World Internet Conference (\)VIC),68 have explained this
normative position, as have more recent documents, such as ‘China’s position on
global digital governance’, published by the Ministry of Foreign Affairs in 2023.
Interestingly, in a similar way to the concept of cyber sovereignty, the norm of ‘a
balanced approach to development and security’”® has evolved over time, gradu-
ally developing into a multifaceted concept with at least two dimensions. These
two dimensions are concerned with China’s conceptualization of cyber gover-
nance both domestically and internationally.

The first dimension focuses on a balanced strategy encompassing technolog-
ical advancement, economic growth and the safeguarding of national security
and public welfare, featuring the necessity of maximizing economic develop-
ment opportunities while mitigating the growth of security risks derived from
emerging domestic ICTs.”" While protecting national security has long been the
focus of China’s domestic cyber-governance policies, recent years have witnessed
an incremental shift in China’s official narratives concerning this policy domain.
Specifically, multiple needs—to balance the national security rationale, to protect
digital infrastructure and control data flows (with growing economic impera-
tives) and to facilitate the development of a competitive digital economy and data
market—have been increasingly recognized.”” For example, article 12 of China’s
2021 Data Security Law explicitly states that ‘the state firmly places equal emphasis
on safeguarding data security and protecting data development and use’, implying
that adherence to data sovereignty and national security principles aligns with
opportunities to use data to drive innovation and the digital economy.”?

A more recent development in China’s discourse on cyber governance, the
second dimension of this core value calls for a more cautious interpretation of
cyber security and a more development-focused approach to cyberspace gover-
nance at the international level. Specifically, China believes that cyber governance
has become increasingly militarized, politicized and ideology-centric, over-inter-
preting the concept of security.”* To prevent cyberspace from becoming a new
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governance’, 25 May 2023, https://www.fmprec.gov.cn/eng/wib/zzjg_663340/jks_665232/kjlc_665236/
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Norm diffusion in cyber governance

battlefield, China has proposed a more development-centred approach to promote
security, calling on countries to implement more proactive, inclusive and coordi-
nated strategies and policies to promote the balanced development of ICTs at
the global level; to vigorously develop new models and new formats, such as the
digital economy; and to oppose technological hegemony.”*

Framing its commitments to cyber security from a developmental perspective
can be regarded as China’s effort to push back on the growing trend of securitiza-
tion of China’s cyber governance in the western context, especially against the
backdrop of the US—China tech war. Nevertheless, in international organizations,
China faces a more diverse audience that does not share similar or common cyber-
governance values and regulations. Consequently, the developmental frame has
enabled China to resonate with a broader audience from the international commu-
nity. In particular, international organizations have tended to emphasize the syner-
gies between China’s Digital Silk Road (DSR) project and the UN’s Sustainable
Development Goals (SDGs). Partly as a result of China’s efforts to connect these,
the UN Department of Economics and Social Affairs is implementing a multi-
country project to strengthen national capacities for jointly building its flagship
infrastructure project, the Belt and Road Initiative, towards the SDGs.”®

Based on this normative position, China’s official discourses have featured
numerous appropriate behaviours to balance development with security in cyber
governance. For instance, to contest the US’s longstanding dominant position
in global cyber governance, China has proposed that states avoid excessively
expanding and misusing security concerns to hinder and repress the rightful
economic and technological growth of other states.”” China’s claim primarily
derives from its growing discontent with the US’s significant control over global
internet resources,”® fuelled by increasing tension between the two powers, due
to the ongoing tech war as well as the West’s increasing trend of securitization
towards China’s technology and cybersecurity policy.” Furthermore, China has
proactively advocated that all states ‘maintain an open, secure and stable supply
chain of global digital products and services’ and ‘enhance policy coordination,
promote fair and free trade and investment ... and oppose trade barriers and trade
protectionism [in] a global digital market’®° to cultivate an open, inclusive, fair and
just environment for digital development globally.®” In brief, to better capture the
substance of China’s normative position on cyber governance, we argue that its
cyber norms can be better conceptualized as a dynamic norm cluster containing
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two major problems, three core values and a set of appropriate behaviours. The
following table provides a summary of China’s norm cluster in cyber governance.

Table 1: Mapping China’s norm cluster in cyber governance

Problem Value Examples of appropriate behaviour featured in China’s
official discourse
Emerging and Cyber State as the key actor responsible for enhancing

potential threats to sovereignty

national security
and international
peace

critical ICT infrastructure protection and handling
security challenges.

All countries should have the right to choose their
own path of network development and gover-
nance model, and to participate on an equal basis
in global governance of cyberspace.

All countries have the right to formulate public
policies, laws and regulations on cyberspace in the
context of their national conditions.

No country should use the internet to interfere

in other states’ internal affairs; or engage in or
support cyber activities that endanger other states’
national security.

Cyber-hegemony  Multilater- No country should seek hegemony in cyberspace.
with an alism The UN should play a prominent role in encour-
unbalanced and aging the development of cyber-governance
unjust system of norms.

cyber governance

and politicization

of cyberspace.

Widening digital ~ Balance Ensure an equitable distribution of resources, facil-
divide across between itate access for all and ensure the stable and secure

different states and

security and

regions as a broader development

global develop-

mental issue

functioning of the internet.

Refrain from overstretching and abusing the issue
of security to contain and suppress the legitimate
economic and technological development of other
states.

Maintain an open, secure, and stable supply chain
of global digital products and services.

Promote information infrastructure connectivity.
States should enhance policy coordination,
promote fair and free trade and investment, and

oppose trade barriers and trade protectionism in a
global digital market.
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Explaining China’s diffusion mechanisms

After mapping the substance of China’s cyber-norm cluster, this section further
unpacks the government’s mechanisms for promoting and externalizing this
cluster. We reveal that China has primarily relied on a combination of two
different mechanisms—socialization and positive incentives—to promote its
cyber norms. Our observation confirms diffusion theory’s assumption that the
boundaries between diffusion mechanisms are often blurred in practice.

Socialization

Our findings identify three key features underlying China’s use of socialization as
a key mechanism to promote its cyber norms and regulations. First, China often
utilizes socialization actions within regional organizations as the initial stage of its
attempts to disseminate its cyber norms internationally, since regional organiza-
tions, which are usually characterized as having a limited number of participants
sharing similar norms and values, are likely to generate support for an emerging
norm.* As a result, regional organizations’ member states often adopt a unified
stance on norms, consequently increasing the likelihood of norm acceptance at the
international level. China’s implementation of this strategy, particularly within
the SCO and BRICS, has achieved certain successes.®® For instance, heads of
member states at the SCO agreed to ‘encourage building a peaceful, secure, fair
and open information space based on the principles of respect for state sovereignty
and non-interference in the internal affairs of others’,®* demonstrating McKune
and Ahmed’s observation that internet sovereignty enjoys prominence and coher-
ence among SCO members.®S Similar norm convergence could be observed within
BRICS, where, at the grouping’s summit meeting in 2017, member states explic-
itly recognized the need to ‘advocate the establishment of internationally appli-
cable rules for security of ICT infrastructure’.3® More recently, in the declaration
issued at the 14th BRICS summit of 2022, members reaffirmed their support for
the principle of multilateralism and the leading role of the UN in governing the
internet.?”

Within these regional organizations, given the high level of convergence of
cyber norms aligning with China’s preferred norms, China has unsurprisingly
leveraged its socialization actions as the initial step in disseminating its cyber
norms globally. One notable example is the SCO’s defence of state sovereignty in

82 Annika Bjorkdahl, From idea to norm: promoting conflict prevention, PhD diss., Lund University, 2002, pp. 50-ST.

8 Flonk, ‘Emerging illiberal norms’.

8 Shanghai Cooperation Organization, ‘Declaration by the heads of member states of the Shanghai Cooperation
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cyberspace at the international level.*® In 2011 China and Russia, with the other
SCO member states, jointly submitted a first draft of an ‘international code of
conduct for information security’ to the UN,% emphasizing the respect of sover-
eignty in cyberspace, which most western states subsequently rejected. Despite
this initial failure, an updated version was submitted to the UN in 2015, stressing
the importance of internet sovereignty.”® In March 2017, China expanded this
initiative, presenting an International cyberspace cooperation strategy at the UN Confer-
ence on Disarmament.” China underscored that the updated draft rules would
address universal concerns over the ‘privacy of citizens and national sovereignty
being violated’ in cyberspace.®

Second, the creation of new bilateral and multilateral institutions and initiatives
forms part of China’s wider socialization strategy. A critical example is the World
Internet Conference (WIC), held in Wuzhen, China since 2014 as a major platform
for China to promote its cyber governance vision. At WIC 2015, President Xi
advocated that sovereignty ‘covers all aspects of state-to-state relations, which also
includes cyberspace’?® In 2020 the WIC’s organization committee launched the
‘Initiative on jointly building a community with a shared future in cyberspace’,
proposing that ‘efforts should go into conducting cooperation and dialogues at
global, regional, multilateral, bilateral, and multi-party levels in a bid to enhance
mutual trust among countries in cyberspace’.”* Although the 2014 WIC declaration
was poorly drafted and not signed by many attendees, in 2022 China established
the WIC as an international organization headquartered in Beijing and dedicated
to serving as ‘a global internet platform for shared growth through discussion
and collaboration’.?* By June 2023 the WIC had 110 members from 23 countries
and regions.96 Although the WIC continues to evolve, observers note that China
intends to utilize it to advocate a top-down approach to internet governance that
is firmly rooted in its principles of cyber sovereignty and multilateralism.®’
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Additionally, China’s global initiatives have been vital instruments for the
socialization of its cyber norms. Examples include the Global Initiative on Data
Security (2020), the China—LAS Cooperation Initiative on Data Security (2021,
with the League of Arab States), the Data Security Cooperation Initiative of
China+Central Asia (2022) and the Global AT Governance Initiative (2023). These
initiatives, underpinned by China’s prioritization of cyber sovereignty and a state-
centric multilateral approach, as well as its increasing focus on balancing security
with development, demonstrate China’s ambition to compete with the West in
advocating norms and crafting regulations for cyber governance.

Among these instruments, the Global Data Security Initiative (GDSI) provides
a striking illustration of China’s socialization of its cyber norms and regulations
through such means. In August 2020, the US State Department launched the Clean
Network Initiative, aiming to exclude Chinese technologies from the global supply
chain. The GDSI was introduced the following month as a counter-response, with
the goal of dispelling the US’s portrayal of Chinese technologies as ‘malign and
untrustworthy’.98 The GDSI proposed three principles—multilateralism, security
development, and fairness and justice—to guide cyber cooperation,” the former
two paralleling China’s preferred cyber norms. The GDSI has also served as a basis
for China’s socialization actions within different platforms. For instance, at the
SCO summit in November 2020, President Xi described the GDSI as contributing
to a ‘peaceful, secure, open, cooperative and orderly’ cyberspace to ensure security
and stability. Too

Third, in seeking to socialize its cyber norms and regulations, China has
increasingly emphasized its leadership in global standard-setting. In line with its
preferred government-led standards development process, China prioritizes its
socialization actions within government-led multilateral standards-developing
organizations (SDOs) when exporting its standards. Because these SDOs are
composed of government representatives, they are well aligned ideologically with
China’s favoured government-led multilateral approach to global cyber gover-
nance.” The Chinese government’s influence is particularly striking in the ITU,
the UN’s specialized agency for information and communication technologies. A
recent example of Chinese firms’ efforts to promote China-led standards in the
ITU concerns the telecommunications company Huawei’s new internet protocol
(IP) and subsequent IPv6+ proposal. In September 2019, Huawei submitted
proposals to the ITU’s Telecommunications Standardization Advisory Group
(TSAG) to initiate a project based on the new IP contribution in TSAG C-83. It is
noteworthy that discussions of the problems of the current version of IP standards
are underway in many SDOs, particularly in the IETF. In contrast, the ITU was
not initially involved in these discussions.”® The fact that Huawei presented the
98 Chaeri Park, ‘Knowledge base: China’s “Global Data Security Initiative™’, Digichina, 31 March 2022, https://

digichina.stanford.edu/work/knowledge-base-chinas-global-data-security-initiative.
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‘new IP’ to the ITU, rather than the IETF, implies China’s preferred engagement
with government-led SDOs.

The Chinese government has leveraged more influence within the ITU by
providing Chinese companies with the funds and expertise required to draft strong
standards proposals. Producing proposals is a time-consuming and labour-inten-
sive process; thus, China’s actions can arguably alter the landscape of standard-
making within the ITU."” However, observers have pointed out that some
Chinese stakeholders submit proposals that are of low quality or are irrelevant to
market needs.”®* In addition, an interviewee from the Ministry of Industry and
Information Technology stated that ‘China is still learning the rules within the
ITU. There is a long way to go.”'®® Therefore, the increasing number of Chinese
proposals within the ITU has not necessarily led to a high rate of success.

In recent years, despite Beijing’s prioritization of socialization actions in govern-
ment-led SDOs, it is worth noting that Chinese firms have been increasingly
active in industry-led multi-stakeholder standards bodies. An example is Chinese
firms’ participation in the IETF, an important industry-led standards organiza-
tion for the internet. In March 2021, Huawei and its subsidiary Futurewei sent
72 representatives to an IETF meeting, while Cisco registered 62, Google 32 and
Apple only ten.™® Similarly, the number of Chinese firms participating as voting
members in the Third Generation Partnership Project (3GPP), a multi-stakeholder
body responsible for setting §G standards, has doubled in recent years, to 110 in
January 2020."7 Huawei alone has sent nearly twice as many representatives to
3GPP meetings as has Qualcomm, a US-based leading multinational corporation
developing digital wireless telecommunication products and services.'®

It is worth pointing out that even within industry-led multi-stakeholder
standards organizations, Chinese firms’ actions are arguably influenced by the
government’s preferences. Critics have stated that Chinese firms are sometimes
pressured by the government to vote as a bloc." A telling example concerns
public criticism of Lenovo, a Chinese technology company, in 2018. In 2016, at
a 5G standards-setting meeting at 3GPP, Lenovo backed Qualcomm’s proposed
standard instead of Huawei’s. In 2018, against the backdrop of US bans on the
use of Chinese telecommunications equipment, Lenovo was publicly denounced
as a ‘traitor’ to China on account of its 2016 vote.”™ The founder of Lenovo, Liu
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194 US—China Business Council, China in international standards setting: USCBC recommendatiansﬂ)r constructive partic-
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'°5 Authors’ interview with a member of staff of the Ministry of Industry and Information Technology, Beijing,
8 July 2023.
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(Asia Society Policy Institute, 2021), https://asiasociety.org/sites/default/files/2021-11/ASPI_StacktheDeck-
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Chuanzhi, had to release a public statement amid an increasingly tense public
backlash, stating that ‘Chinese companies should be united and cannot be played
off against one another by outsiders’.”" The possibility of Chinese firms’ govern-
ment-coordinated voting raised concerns over the government’s manipulation of
the standard-setting process in SDOs. Nevertheless, the consensus-based nature
of voting rules in industry-led SDOs makes it difficult for a single participant to
push its preferred vision through those of other parties."* Therefore, observers
have pointed out that there is no need to exaggerate the Chinese government’s
influence on industry-led SDOs.™

To summarize, China has conducted socialization actions within various SDOs
to export its cyber regulations, including prioritizing its leadership role in govern-
ment-led standards organizations and increasing the participation of Chinese firms
in industry-led ones. The increasing number of Chinese proposals combined with
possible coordinated voting could potentially strengthen China’s ability to set
standards in SDOs. However, in practice, due to the low quality of some Chinese
proposals and the consensus-based nature of voting rules in most SDOs, China’s
socialization actions in SDOs have not always achieved success.

Positive incentives

China’s socialization actions are often intertwined with positive incentive mecha-
nisms, especially when China promotes its cyber norms alongside likeminded
actors. Specifically, these mechanisms can be divided into the following two main
categories: providing financial support and digital infrastructure, and facilitating
information exchange and collaborative actions.

For example, the DSR project can be regarded as a critical component of
China’s positive incentive mechanisms. Under the umbrella of DSR, China is
seeking to strengthen its ‘discursive power’"™ and to expand its cyber norms
and regulations by providing physical infrastructure, including sG technology,
fibre-optic cables that transmit data, and data centres that store data, in the digital
sphere. China is engaged in digital infrastructure projects in approximately
80 countries and has invested US$79 billion in DSR projects globally, according to
the RWR Advisory Group," setting the stage for it to further its own standards in
these countries. Countries that have chosen specific companies to construct digital
infrastructure face a path-dependent effect—that is, the difficulty of switching to
another company due to sunk costs that might be caused by shifts and technical
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! Liu Chuanzhi, Yang Yuanqing and Zhu Linan, “Xingdonggqilai, shisidayinglianxiangrongyubaoweizhan” [To
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"+ Author’s interview with a researcher from a Chinese state-led think tank, 10 July 2023.

'S Clayton Cheney, ‘China’s Digital Silk Road: strategic technological competition and exporting political illib-
eralism’, Pacific Forum, July 2019, https://pacforum.org/wp-content/uploads/2019/08/issuesinsights_Vol1g-
WPSFINAL.pdE
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compatibility. Consequently, Chinese companies’ construction of digital infra-
structure increases the possibility of China’s preferred technical standards gaining
adoption in these countries. For instance, with its digital infrastructure construc-
tion in African countries, Huawei is strongly inclined to push its preferred
network solutions—namely, the IPv6 approach. In 2022, Huawei co-released a
white paper with the African Telecommunication Union on IPv6 development
in Africa, intended to guide the innovation and development of IPv6 technology
across the continent.”™ These countries’ use of Huawei’s digital infrastructure
and network technologies makes any future shift to alternatives increasingly
challenging, leading to path-dependence effects and therefore granting Huawei a
competitive advantage.

China’s positive incentives also occur in the form of exchanging informa-
tion, providing technical assistance and undertaking joint actions. The Regional
Anti-Terrorist Structure (RATS), the SCO’s operational unit that was formed
to promote the cooperation of member states against ‘three evils’ (terrorism,
extremism and separatism), is China’s major channel for mobilizing socializa-
tion by sharing information and through joint action."” Along these lines, China
hosted two RATS anti-cyberterror exercises, in 2015 and 2017, and provided
technical assistance and training.118 Other examples include the creation of the
first BRICS Technology Transfer Centre, in Kunming, and the first BRICS Insti-
tute of Future Networks in China, in Shenzhen." Both projects demonstrate
Chinese interest in promoting and strengthening BRICS technological coopera-
tion in cyberspace. Beijing also proactively promotes information exchange by
signing memorandums of understanding (MoUs) with DSR countries, calling for
the mutual recognition of standards."*® However, critics point to the fact that
these MoU s are often ceremonial and have no substance.™"

We found limited evidence indicating China’s employment of negative incen-
tive mechanisms, which stands in stark contrast to the EU’s strategy for promoting
its cyber norms and regulations, as exemplified by measures such as the EU
General Data Protection Regulation (GDPR). This instrument is often presented
as a pivotal mechanism for the EU to disseminate its cyber norms and regulations,
achieved by imposing high costs for non-compliance, with potential sanctions
of up to 4 per cent of a company’s global turnover for GDPR violations. There
is a notable overlap between China’s emerging data governance framework and

16 Huawei, ‘ATU, African Union & Huawei release Africa IPv6 development white paper’, Huawei Blog,
14 Nov. 2022, https://blog.huawei.com/2022/11/14/atu-african-union-huawei-release-africa-ipv6-develop-
ment-white-paper.

7 Stephen Aris, Shanghai Cooperation Organization: mapping multilateralism in transition, no. 2, IPI (International
Peace Institute), Dec. 2013, https://www.ipinst.org/wp-content/uploads/publications/ipi_e_pub_shanghai_
cooperation.pdf.

8 McKune and Ahmed, ‘Authoritarian practices’.

"9 ‘BRICS set up new institutional branch to strengthen cooperation on ICT’, Xinhua, 7 Aug. 2019, http://
www.xinhuanet.com/english/2019-08/07/c_138289903.htm.
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the GDPR."™* However, due to the elastic and evolving nature of China’s cyber
norms, as well as Beijing’s longstanding normative commitment to respect for
sovereignty and non-interference, China tends to avoid the use of negative
incentives as a diffusion mechanism. Compared to the EU, China’s avoidance of
negative incentive mechanisms is crucial because it could potentially limit the
global application of China’s data governance framework as well as its broader
cyber-governance framework.

Conclusion

By investigating the substance of China’s cyber norm cluster, as well as the mecha-
nisms through which it externalizes its cyber norms, this study problematizes the
conventional scholarly discussions that have focused primarily on Beijing’s promo-
tion of single norms through a single mechanism. We argue that the substance of
China’s cyber norms can be better conceptualized as a norm cluster by taking
into consideration the tripartite structure of problems, values and appropriate
behaviours. Specifically, driven by its dissatisfaction with the myriad problems
it has identified in the existing normative structure of global cyber governance,
Beijing has sought to promote three core values—cyber sovereignty, multilater-
alism and the balance between security and development. Our analysis also depicts
the multifaceted nature of these norms, highlighting the evolving and dynamic
characteristics of China’s normative position in cyber governance. Furthermore,
by delving into the norm-diffusion mechanisms, we reveal that China has utilized
a dynamic combination of socialization and positive incentive strategies to exter-
nalize its cyber norms. For policy-makers and policy analysts, a more nuanced
investigation and a deeper understanding of the diverse nature of China’s cyber-
governance norms and behaviours could facilitate a better comprehension of the
rationale and normative considerations that underpin China’s rapidly developing
policy formation and external strategies in the realm of cyber governance.

At the conceptual level, this study contributes to the development of new
avenues for research on cyber norms and norm diffusion, with a particular focus
on emerging cyber powers in the non-western context. While the past two
decades have witnessed a growing body of literature examining the processes of
norm construction and norm diffusion in the sphere of global cyber governance,
existing studies focused heavily on the role of conventional norm entrepreneurs,
exemplified by the UN and a relatively limited range of western liberal democratic
actors such as the US, EU and NATO and offered insufficient insight into how
cyber norms are conceptualized and promoted by emerging cyber powers such as
China. Furthermore, drawing on the last theoretical advancements from the norm
diffusion literature, we contest the reductionist understanding of cyber-gover-
nance norms as single norms. Instead, we conceptualize them as norm clusters,
namely a looser collection of interlocking components comprising a specific set of
problems, values and behaviours. This conceptual approach offers a more sophisti-

22 Author’s interview with a researcher from a Chinese state-led think tank, 10 July 2023.
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cated and fine-grained understanding of the nature of international norms, as well
as the interplay between the normative considerations of political actors and their
policy choices. This understanding can be applied to the study of other empirical
cases and policy sectors.

At the empirical level, our study contributes to broadening the scope of
empirical research on China’s cyber-governance norm entrepreneurship while
identifying additional avenues for further research. First, it unpacked the multi-
faceted nature of China’s cyber norms, particularly emphasizing the emerging
cyber norm of balancing security and development. Future research could assess
whether various cyber norms advocated by China consistently align. For instance,
an assessment could be made of whether China’s increasing emphasis on balancing
security and development undermines its advocacy for cyber sovereignty. Second,
the findings reveal that China has utilized a combination of socialization and
positive strategies to diffuse its cyber norms. While we did not uncover evidence
showing that China uses different mechanisms of socialization for different cyber
norms, it would be interesting to explore the reasons behind the selective use
of mechanisms. Third, this article illustrates that the Chinese government has
become increasingly proactive in promoting its own normative positions in cyber
governance. However, this norm promotion process has not automatically led
to the effective adoption of China’s norms outside its borders. Exploring factors
that hinder China’s emerging role as a norm entrepreneur, such as vaguely defined
cyber norms in China’s official discourses, as well as a lack of coordination in
crafting norm diffusion strategies between the government and private-sector
entities, is an interesting avenue for future research.
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